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2. INTRODUCTION HijE ¥
2.1

PIC/S Participating Authorities regularly undertake inspections of manufacturers and distributors of Active
Pharmaceutical Ingredient (API) and medicinal products in order to determine the level of compliance with
Good Manufacturing Practice (GMP) and Good Distribution Practice (GDP) principles. These inspections

are commonly performed on-site however may be performed through the remote or off-site evaluation of

documentary evidence, in which case the limitations of remote review of data should be considered.
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2.2

The effectiveness of these inspection processes is determined by the reliability of the evidence provided to the
inspector and ultimately the integrity of the underlying data. It is critical to the inspection process that
inspectors can determine and fully rely on the accuracy and completeness of evidence and records presented

to them.
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2.3

Data management refers to all those activities performed during the handling of data including but not limited
to data policy, documentation, quality and security. Good data management practices influence the quality of
all data generated and recorded by a manufacturer. These practices should ensure that data is attributable,
legible, contemporaneous, original, accurate, complete, consistent, enduring, and available. While the main
focus of this document is in relation to GMP/GDP expectations, the principles herein should also be
considered in the wider context of good data management such as data included in the registration dossier

based on which API and drug product control strategies and specifications are set.
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2.4

Good data management practices apply to all elements of the Pharmaceutical Quality System and the

principles herein apply equally to data generated by electronic and paper-based systems.
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2.5

Data Integrity is defined as “the degree to which data are complete, consistent, accurate, trustworthy, and
reliable and that these characteristics of the data are maintained throughout the data life cycle”.! This is a
fundamental requirement for an effective Pharmaceutical Quality System which ensures that medicines are of

the required quality. Poor data integrity practices and vulnerabilities undermine the quality of records and

evidence, and may ultimately undermine the quality of medicinal products.
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2.6

The responsibility for good practices regarding data management and integrity lies with the manufacturer or
distributor undergoing inspection. They have full responsibility and a duty to assess their data management
systems for potential vulnerabilities and take steps to design and implement good data governance practices to

ensure data integrity is maintained.
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1 ‘GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018



3. PURPOSE H#
3.1

This document was written with the aim of:
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3.1.1

Providing guidance for Inspectorates in the interpretation of GMP/GDP requirements in relation to good

data management and the conduct of inspections.
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3.1.2

Providing consolidated, illustrative guidance on risk-based control strategies which enable the existing
requirements for data to be valid, complete and reliable as described in PIC/S Guides for GMP? and GDP?

to be implemented in the context of modern industry practices and globalised supply chains.
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3.1.3

Facilitating the effective implementation of good data management elements into the routine planning and

conduct of GMP/GDP inspections; to provide a tool to harmonise GMP/GDP inspections and to ensure the

quality of inspections with regards to data integrity expectations.
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3.2

This guidance, together with Inspectorate resources such as aide memoire, should enable the inspector to
make an optimal use of the inspection time and an optimal evaluation of data integrity elements during an

inspection.
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3.3

Guidance herein should assist the Inspectorate in planning a risk-based inspection relating to good data

2 PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, 5, 6, Part II chapters 5, 6
& Annex 11
3 PIC/S PE 011 Guide to Good Distribution Practice for Medicinal Products, specifically sections 3, 4, 5 & 6



management practices.
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34
Good data management has always been considered an integral part of GMP/GDP. Hence, this guide is not

intended to impose additional regulatory burden upon regulated entities, rather it is intended to provide
guidance on the interpretation of existing GMP/GDP requirements relating to current industry data

management practices.
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3.5

The principles of data management and integrity apply equally to paper- based, computerised and hybrid
systems and should not place any restraint upon the development or adoption of new concepts or
technologies. In accordance with ICH Q10 principles, this guide should facilitate the adoption of innovative

technologies through continual improvement.
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3.6

The term “Pharmaceutical Quality System” is predominantly used throughout this document to denote the
quality management system used to manage and achieve quality objectives. While the term “Pharmaceutical
Quality System” is used predominantly by GMP regulated entities, for the purposes of this guidance, it should

be regarded as interchangeable with the term “Quality System” used by GDP regulated entities.
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3.7

This guide is not mandatory or enforceable under law. It is not intended to be restrictive or to replace national
legislation regarding data integrity requirements for manufacturers and distributors of medicinal products and

actives substances (i.e. active pharmaceutical ingredients). Data integrity deficiencies should be referenced to

national legislation or relevant paragraphs of the PIC/S GMP or GDP guidance.
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4. SCOPE #ip
4.1

The guidance has been written to apply to on-site inspections of those sites performing manufacturing
(GMP) and distribution (GDP) activities. The principles within this guide are applicable for all stages
throughout the product lifecycle. The guide should be considered as a non-exhaustive list of areas to be

considered during inspection.
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4.2

The guidance also applies to remote (desktop) inspections of sites performing manufacturing (GMP) and
distribution (GDP) activities, although this will be limited to an assessment of data governance systems. On-

site assessment is normally required for data verification and evidence of operational compliance with

procedures.
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4.3

Whilst this document has been written with the above scope, many principles regarding good data

management practices described herein have applications for other areas of the regulated pharmaceutical and

healthcare industry.
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4.4

This guide is not intended to provide specific guidance for “for-cause” inspections following detection of

significant data integrity vulnerabilities where forensic expertise may be required.
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5. DATA GOVERNANCE SYSTEM T—=RHRNF VAV RT A
5.1 What is data governance? T =R KNP R LR H?
5.1.1

Data governance is the sum total of arrangements which provide assurance of data integrity. These
arrangements ensure that data, irrespective of the process, format or technology in which it is generated,
recorded, processed, retained, retrieved and used will ensure an attributable, legible, contemporaneous,
original, accurate, complete, consistent, enduring, and available record throughout the data lifecycle. While
there may be no legislative requirement to implement a ‘data governance system’, its establishment enables
the manufacturer to define, prioritise and communicate their data integrity risk management activities in a

coherent manner. Absence of a data governance system may indicate uncoordinated data integrity systems,

with potential for gaps in control measures.
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5.1.2

The data lifecycle refers to how data is generated, processed, reported, checked, used for decision-making,
stored and finally discarded at the end of the retention period. Data relating to a product or process may cross
various boundaries within the lifecycle. This may include data transfer between paper-based and
computerised systems, or between different organisational boundaries; both internal (e.g. between

production, QC and QA) and external (e.g. between service providers or contract givers and acceptors).
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5.2 Data governance systems
5.2.1

Data governance systems should be integral to the Pharmaceutical Quality System described in PIC/S
GMP/GDP. It should address data ownership throughout the lifecycle, and consider the design, operation

and monitoring of processes and systems in order to comply with the principles of data integrity, including

control over intentional and unintentional changes to, and deletion of information.
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5.2.2

Data governance systems rely on the incorporation of suitably designed systems, the use of technologies and
data security measures, combined with specific expertise to ensure that data management and integrity is
effectively controlled. Regulated entities should take steps to ensure appropriate resources are available and
applied in the design, development, operation and monitoring of the data governance systems, commensurate

with the complexity of systems, operations, and data criticality and risk.
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523

The data governance system should ensure controls over the data lifecycle which are commensurate with the

principles of quality risk management. These controls may be:
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* Organisational

> procedures, e.g. instructions for completion of records and retention of completed records

» training of staff and documented authorisation for data generation and approval;

> data governance system design, considering how data is generated, recorded, processed, retained and
used, and risks or vulnerabilities are controlled effectively;

> routine (e.g. daily, batch- or activity-related) data verification;

> periodic surveillance, e.g. self-inspection processes seek to verify the effectiveness of the data
governance system; or

> the use of personnel with expertise in data management and integrity, including expertise in data

security measures.
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¢ Technical

» computerised system validation, qualification and control;

» automation; or

> the use of technologies that provide greater controls for data management and integrity.
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An effective data governance system will demonstrate Senior management’s understanding and commitment
to effective data governance practices including the necessity for a combination of appropriate organisational
culture and behaviours (section 6) and an understanding of data criticality, data risk and data lifecycle. There
should also be evidence of communication of expectations to personnel at all levels within the organisation in

a manner which ensures empowerment to report failures and opportunities for improvement. This reduces

the incentive to falsify, alter or delete data.
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5.2.5

The organisation’s arrangements for data governance should be documented within their Pharmaceutical

Quality System and regularly reviewed.
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5.3 Risk management approach to data governance T —ZHNNFVANDY RI2AV AV TS0
-5
5.3.1

Senior management is responsible for the implementation of systems and procedures to minimise the
potential risk to data integrity, and for identifying the residual risk, using the principles of ICH Q9. Contract
Givers should perform a review of the contract acceptor’s data management policies and control strategies as

part of their vendor assurance programme. The frequency of such reviews should be based on the criticality of

the services provided by the contract acceptor, using risk management principles (refer to section 10).
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5.3.2

The effort and resource assigned to data governance should be commensurate with the risk to product quality,
and should also be balanced with other quality resource demands. All entities regulated in accordance with
GMP/GDP principles (including manufacturers, analytical laboratories, importers and wholesale distributors)

should design and operate a system which provides an acceptable state of control based on the data quality

risk, and which is documented with supporting rationale.
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5.3.3

Where long term measures are identified in order to achieve the desired state of control, interim measures
should be implemented to mitigate risk, and should be monitored for effectiveness. Where interim measures
or risk prioritisation are required, residual data integrity risk should be communicated to senior management,
and kept under review. Reverting from automated and computerised systems to paper-based systems will not

remove the need for data governance. Such retrograde approaches are likely to increase administrative burden

and data risk, and prevent the continuous improvement initiatives referred to in paragraph 3.5.
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5.34

Not all data or processing steps have the same importance to product quality and patient safety. Risk

management should be utilised to determine the importance of each data/processing step. An effective risk

management approach to data governance will consider:
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 Data criticality (impact to decision making and product quality) and

¢ Data risk (opportunity for data alteration and deletion, and likelihood of detection / visibility of changes




by the manufacturer’s routine review processes).

o7 — 2 QEEN (FEIE L WM E~DOHE) LUV
T=RIVR7 (F—2OEHLHIFROEKS, BLUOEEEEOENNRL v a 7o R X 2EHDMMT/
A D ATRENE)

From this information, risk proportionate control measures can be implemented. Subsequent sections of this

guidance that refer to a risk management approach refer to ‘risk’ as a combination of data risk and data

criticality concepts.
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5.4 Data criticality 7 — % OEEM:
5.4.1

The decision that data influences may differ in importance and the impact of the data to a decision may also

vary. Points to consider regarding data criticality include:
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¢ Which decision does the data influence?

For example: when making a batch release decision, data which determines compliance with critical quality

attributes is normally of greater importance than warehouse cleaning records.
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* What is the impact of the data to product quality or safety?

For example: for an oral tablet, API assay data is of generally greater impact to product quality and safety than

tablet friability data.
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5.5 Data risk F—RY) RS
5.5.1

Whereas data integrity requirements relate to all GMP/GDP data, the assessment of data criticality will help




organisations to prioritise their data governance efforts. The rationale for this prioritisation should be

documented in accordance with quality risk management principles.
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5.5.2

Data risk assessments should consider the vulnerability of data to involuntary alteration, deletion, loss (either
accidental or by security failure) or re-creation or deliberate falsification, and the likelihood of detection of
such actions. Consideration should also be given to ensuring complete and timely data recovery in the event of

a disaster. Control measures which prevent unauthorised activity, and increase visibility / detectability can be

used as risk mitigating actions.
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5,53

Examples of factors which can increase risk of data failure include processes that are complex, or inconsistent,

with open ended and subjective outcomes. Simple processes with tasks which are consistent, well defined and

objective lead to reduced risk.
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Risk assessments should focus on a business process (e.g. production, QC), evaluate data flows and the

methods of generating and processing data, and not just consider information technology (IT) system

functionality or complexity. Factors to consider include:
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e process complexity (e.g. multi-stage processes, data transfer between processes or systems, complex data
processing);

* methods of generating, processing, storing and archiving data and the ability to assure data quality and
integrity;

e process consistency (e.g. biological production processes or analytical tests may exhibit a higher degree of

variability compared to small molecule chemistry);

* degree of automation / human interaction;




* subjectivity of outcome / result (i.e. is the process open-ended vs well defined);
* outcomes of a comparison between electronic system data and manually recorded events (e.g. apparent

discrepancies between analytical reports and raw-data acquisition times); and

* inherent data integrity controls incorporated into the system or software.
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5.5.5

For computerised systems, manual interfaces with IT systems should be considered in the risk assessment
process. Computerised system validation in isolation may not result in low data integrity risk, in particular, if
the user is able to influence the reporting of data from the validated system, and system validation does not
address the basic requirements outlined in section 9 of this document. A fully automated and validated
process together with a configuration that does not allow human intervention, or reduces human intervention

to a minimum, is preferable as this design lowers the data integrity risk. Appropriate procedural controls

should be installed and verified where integrated controls are not possible for technical reasons.
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5.5.6

Critical thinking skills should be used by inspectors to determine whether control and review procedures
effectively achieve their desired outcomes. An indicator of data governance maturity is an organisational
understanding and acceptance of residual risk, which prioritises actions. An organisation which believes that
there is ‘no risk” of data integrity failure is unlikely to have made an adequate assessment of inherent risks in
the data lifecycle. The approach to assessment of data lifecycle, criticality and risk should therefore be

examined in detail. This may indicate potential failure modes which can be investigated during an inspection.
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5.6 Data governance system review F—=BRAHRF VRV AT ADLE 2
5.6.1

The effectiveness of data integrity control measures should be assessed periodically as part of self-inspection

(internal audit) or other periodic review processes. This should ensure that controls over the data lifecycle are

operating as intended.
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5.6.2

In addition to routine data verification checks (e.g. daily, batch- or activity- related), self-inspection activities

should be extended to a wider review of control measures, including:

TR 7 — A WaEF = v 7 (B BH, <y FE2T 774 €7 4B CNAT, BOAKRT 77 4
E7 413, BUF A GUHETRD X0 5L ©a RT3 L8R B 5,

* A check of continued personnel understanding of good data management practice in the context of
protecting of the patient, and ensuring the maintenance of a working environment which is focussed on

quality and open reporting of issues (e.g. by review of continued training in good data management principles

and expectations).
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* A review for consistency of reported data/outcomes against raw entries. This may review data not
included during the routine data verification checks (where justified based on risk), and/or a sample of

previously verified data to ensure the continued effectiveness of the routine process.
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*A risk-based sample of computerised system logs / audit trails to ensure that information of relevance to

GMP/GDP activity is reported accurately. This is relevant to situations where routine computerised system

data is reviewed manually or by a validated ‘exception report’

4 An ‘exception report’ is a validated search tool that identifies and documents predetermined ‘abnormal’ data or actions, which requires
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* A review of quality system metrics (i.e. trending) that may also be indicators of data governance

effectiveness.
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5.6.3

An effective review of the data governance system will demonstrate understanding regarding importance of
interaction of company behaviours with organisational and technical controls. The outcome of the review

should be communicated to senior management, and be used in the assessment of residual data integrity risk.
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further attention or investigation by the data reviewer.



6. ORGANISATIONAL INFLUENCES ON SUCCESSFUL DATA INTEGRITY MANAGEMENT 5 —#%
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6.1 General —&FEIH

6.1.1

It may not be appropriate or possible to report an inspection deficiency relating to organisational behaviour.
An understanding of how behaviour influences (i) the incentive to amend, delete or falsify data and (ii) the
effectiveness of procedural controls designed to ensure data integrity, can provide the inspector with useful

indicators of risk which can be investigated further.
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6.1.2

Inspectors should be sensitive to the influence of culture on organisational behaviour, and apply the principles
described in this section of the guidance in an appropriate way. An effective ‘quality culture’ and data
governance may be different in its implementation from one location to another. However, where it is
apparent that cultural approaches have led to data integrity concerns; these concerns should be effectively and

objectively reported by the inspector to the organisation for rectification.
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6.1.3

Depending on culture, an organisation’s control measures may be:
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e ‘open’ (where hierarchy can be challenged by subordinates, and full reporting of a systemic or individual

failure is a business expectation)

e ‘closed’ (where reporting failure or challenging a hierarchy is culturally more difficult)
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6.14

Good data governance in ‘open’ cultures may be facilitated by employee empowerment to identify and report
issues through the Pharmaceutical Quality System. In ‘closed’ cultures, a greater emphasis on oversight and
secondary review may be required to achieve an equivalent level of control due to the social barrier of

communicating undesirable information. The availability of a confidential escalation process to senior

management may also be of greater importance in this situation, and these arrangements should clearly




demonstrate that reporting is actively supported and encouraged by senior management.
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6.1.5

The extent of Management’s knowledge and understanding of data integrity can influence the organisation’s
success of data integrity management. Management should know their legal and moral obligation (i.e. duty
and power) to prevent data integrity lapses from occurring and to detect them, if they should occur.
Management should have sufficient visibility and understanding of data integrity risks for paper and

computerised (both hybrid and electronic) workflows.
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6.1.6

Lapses in data integrity are not limited to fraud or falsification; they can be unintentional and still pose risk.
Any potential for compromising the reliability of data is a risk that should be identified and understood in
order for appropriate controls to be put in place (refer sections 5.3 - 5.5). Direct controls usually take the
form of written policies and procedures, but indirect influences on employee behaviour (such as undue

pressure, incentives for productivity in excess of process capability, opportunities for compromising data and

employee rationalisation of negative behaviours) should be understood and addressed as well.

F=RAVF YT 4 ORI, FTERPERE AICRE SN, BRI CRWTATHEELRSD D, KAL LT
VR7 %R 2R IARENEL D 5, T —2OfEHEZHEE I WY 227 ch Y, @hxavite—1%
i3 5 70 (HPE LR B AR BB (€72 2y 53~55 2B, EENATY N o —1iE
H. BEICE2HY v —5 X OFIHOBRAEI S 2%, fEEB TN T 2 BN 2 HE GREOES, 7
0 RARES R BN A~DA vy T 4 T TR RERICE LIS WEEAORENRITEIO AR
b y) ML, FUT 2 0EHH 5,

6.1.7

Data integrity breaches can occur at any time, by any employee, so management needs to be vigilant in
detecting issues and understand reasons behind lapses, when found, to enable investigation of the issue and

implementation of corrective and preventive actions.
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6.1.8

There are consequences of data integrity lapses that affect the various stakeholders (patients, regulators,
customers) including directly impacting patient safety and undermining confidence in the organisation and its

products. Employee awareness and understanding of these consequences can be helpful in fostering an

environment in which quality is a priority.
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6.1.9

Management should establish controls to prevent, detect, assess and correct data integrity breaches, as well as

verify those controls are performing as intended to assure data integrity. Sections 6.2 to 6.7 outline the key

items that Management should address to achieve success with data integrity.
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6.1.10

Senior Management should have an appropriate level of understanding and commitment to effective data
governance practices including the necessity for a combination of appropriate organisational culture and
behaviours (section 6) and an understanding of data criticality, data risk and data lifecycle. There should also
be evidence of communication of expectations to personnel at all levels within the organisation in a manner
which ensures empowerment to report failures and opportunities for improvement. This reduces the incentive

to falsify, alter or delete data.

A E R, Y U TR DA S DY DLEE (2 a v 6), TXDEEE, F—& U X
I, T—=RF7A T A NOMFER Y SRR T — 2 HNF v AOEBKRICH T B L XL OHfR e o
IV FAVIERoTOWIRELDH L, T/, RECUEOEAEZERE T 2HEREZHERL. N0 T T
DL_XVDANBIHARFZIEA TV L Z DR ETH 5, ZHICKD, T2 2T A, ZH, 721
MR+ 234 very T4 78ET T 3,

6.2 Policies related to organisational values, quality, staff conduct and ethics
HBOMES. ME. XXy 70fTBB L OHEICEEST 2FY > —
6.2.1

Appropriate expectations for staff conduct, commitment to quality, organisational values and ethics should
clearly communicated throughout the organisation and policies should be available to support the

implementation and maintenance of an appropriate quality culture. Policies should reflect Management’s

philosophy on quality, and should be written with the intent of developing an environment of trust, where all




individuals are responsible and accountable for ensuring patient safety and product quality.
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6.2.2

Management should make personnel aware of the importance of their role in ensuring data quality and the

implication of their activities to assuring product quality and protecting patient safety.
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6.2.3

Policies should clearly define the expectation of ethical behaviour, such as honesty. This should be
communicated to and be well understood by all personnel. The communication should not be limited only to

knowing the requirements, but also why they were established and the consequences of failing to fulfil the

requirements.
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6.2.4

Unwanted behaviours, such as deliberate data falsification, unauthorised changes, destruction of data, or
other conduct that compromises data quality should be addressed promptly. Examples of unwanted
behaviours and attitudes should be documented in the company policies. Actions to be taken in response to
unwanted behaviours should be documented. However, care should be taken to ensure that actions taken,
(such as disciplinary actions) do not impede any subsequent investigation into the data integrity issues

identified, e.g. severe retribution may prevent other staff members from disclosing information of value to the

investigation.
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6.2.5

The display of behaviours that conform to good practices for data management and integrity should be

actively encouraged and recognised appropriately.
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6.2.6

There should be a confidential escalation program supported by company policies and procedures whereby it
encourages personnel to bring instances of possible breaches of policies to the attention of senior
management without consequence for the informer/employee. The potential for breaches of the policies by
senior management should be recognised and a suitable reporting mechanism for those cases should be

available.
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6.2.7

Where possible, management should implement systems with controls that by default, uphold the intent and

requirements of company policies.
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6.3 Quality culture SHE AL
6.3.1

Management should aim to create a work environment (i.e. quality culture) that is transparent and open, one
in which personnel are encouraged to freely communicate failures and mistakes, including potential data

reliability issues, so that corrective and preventive actions can be taken. Organisational reporting structure

should permit the information flow between personnel at all levels.
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6.3.2

It is the collection of values, beliefs, thinking, and behaviours demonstrated consistently by management,

team leaders, quality personnel and all personnel that contribute to creating a quality culture to assure data

quality and integrity.
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6.3.3

Management can foster quality culture by:

* Ensuring awareness and understanding of expectations (e.g. Code of Values and Ethics and Code of




Conduct),

* Leading by example, management should demonstrate the behaviours they expect to see,

* Being accountable for actions and decisions, particularly delegated activities,

* Staying continuously and actively involved in the operations of the business,

*  Setting realistic expectations, considering the limitations that place pressures on employees,

» Allocating appropriate technical and personnel resources to meet operational requirements and
expectations,

* Implementing fair and just consequences and rewards that promote good cultural attitudes towards

ensuring data integrity, and

* Being aware of regulatory trends to apply “lessons learned” to the organisation
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6.4 Modernising the Pharmaceutical Quality System EEMAMHE > 2T L 0ER(E
6.4.1

The application of modern quality risk management principles and good data management practices to the

current Pharmaceutical Quality System serves to modernize the system to meet the challenges that come with

the generation of complex data.
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6.4.2

The company’s Pharmaceutical Quality System should be able to prevent, detect and correct weaknesses in
the system or their processes that may lead to data integrity lapses. The company should know their data life

cycle and integrate the appropriate controls and procedures such that the data generated will be valid,

complete and reliable. Specifically, such control and procedural changes may be in the following areas:
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* Quality Risk Management,

* Investigation programs,

¢ Data review practices (section 9),

* Computerised system validation,

o IT infrastructure, services and security (physical and virtual),

* Vendor/contractor management,

* Training program to include company’s approach to data governance and data governance SOPs,

» Storage, processing, transfer and retrieval of completed records, including decentralised/cloud-
based data storage, processing and transfer activities,

* Appropriate oversight of the purchase of GMP/GDP critical equipment and IT infrastructure that
incorporate requirements designed to meet data integrity expectations, e.g. User Requirement Specifications,
(Refer section 9.2)

* Self-inspection program to include data quality and integrity, and

¢ Performance indicators (quality metrics) and reporting to senior management.
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6.5 Regular management review of performance indicators (including quality metrics)
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6.5.1

There should be regular management reviews of performance indicators, including those related to data
integrity, such that significant issues are identified, escalated and addressed in a timely manner. Caution

should be taken when key performance indicators are selected so as not to inadvertently result in a culture in

which data integrity is lower in priority.
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6.5.2

The head of the Quality unit should have direct access to senior management in order to directly

communicate risks so that senior management is aware and can allocate resources to address any issues.
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6.5.3

Management can have an independent expert periodically verify the effectiveness of their systems and

controls.
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6.6 Resource allocation HEDEIS
6.6.1

Management should allocate appropriate resources to support and sustain good data integrity management
such that the workload and pressures on those responsible for data generation and record keeping do not

increase the likelihood of errors or the opportunity to deliberately compromise data integrity.
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6.6.2

There should be sufficient number of personnel for quality and management oversight, I'T support, conduct of

investigations, and management of training programs that are commensurate with the operations of the

organisation.
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6.6.3

There should be provisions to purchase equipment, software and hardware that are appropriate for their
needs, based on the criticality of the data in question. Companies should implement technical solutions that
improve compliance with ALCOA+5 principles and thus mitigate weaknesses in relation to data quality and

integrity.

B 7 — 2 DEEHICHES T, ==L, Y7 b7 BRUA—F Y 2T EBAT 57
D ORENVETH S, %L, ALCOA +DFHI~DHEMELEL, F—2DREEA VT2 Y 7 4 I
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6.6.4

5 EMA guidance for GCP inspections conducted in the context of the Centralised Procedure



Personnel should be qualified and trained for their specific duties, with appropriate segregation of duties,
including the importance of good documentation practices (GdocPs). There should be evidence of the
effectiveness of training on critical procedures, such as electronic data review. The concept of good data

management practices applies to all functional departments that play a role in GMP/GDP, including areas

such as IT and engineering.

HALF L, YR P22 b OFEK (GdocP) 0EEWAE® . W ZEUNICHHEL <. FE DB ICD
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&®, GMP/GDP ¢%#l % R7- 33X CofMIicEH I 5,

6.6.5

Data quality and integrity should be familiar to all, but data quality experts from various levels (SMEs,

supervisors, team leaders) may be called upon to work together to conduct/support investigations, identify

system gaps and drive implementation of improvements.

F=RWEEA VT T AT RTOAICHONTHWRIETEDR, SFIFARLRALDT — X NWE DEHY
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HEL, WEOHRERPHEET X IRDOENIGELRD 5,

6.6.6

Introduction of new roles in an organisation relating to good data management such as a data custodian might

be considered.

T RARAV A PERYE YT X< A MCEET HMToR L Wik OE AR T D
AIRETEDS B 5,

6.7 Dealing with data integrity issues found internally
WNETROP ok T =24 VT 7Y T 4 ORFE~ DAL
6.7.1

In the event that data integrity lapses are found, they should be handled as any deviation would be according
to the Pharmaceutical Quality System. It is important to determine the extent of the problem as well as its
root cause, then correcting the issue to its full extent and implement preventive measures. This may include

the use of a third party for additional expertise or perspective, which may involve a gap assessment to identify

weaknesses in the system.

T=RA VTV T4 OD/\ﬁDﬁ Rov o786, EIIIERMNE Y AT LIE> TfTONDE 20, Zhb
T 2 05035 5, FIEOHIPH L RAFRKZREE L, BEEZER2ICEIEL CPHEE2#L 5 2 L ER
Th 5, Cﬂmﬁ\VXTA®%ﬁ%%E?5t®@#¥V7ﬂﬁ% v BIOBFHERE 72 1THR D 72
DDV —FX—=T 4 OFHABREETNLLH0H 5,

6.7.2

When considering the impact on patient safety and product quality, any conclusions drawn should be

supported by sound scientific evidence.
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6.7.3

Corrections may include product recall, client notification and reporting to regulatory authorities. Corrections

and corrective action plans and their implementation should be recorded and monitored.

BIEICiE, "RV a—r, 7747 v F~0lH, HHlLg~0omMEraEIn 2560855, RIEREL
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6.7.4

Further guidance may be found in section 12 of this guide.

M ATA X RIE, AAHAL P sy ayv 12 c8#HInTw3,



7. GENERAL DATA INTEGRITY PRINCIPLES AND ENABLERS —ff77—4 4 v 7 7Y 7 1 OJFEH(
bAX—T5—
7.1

The Pharmaceutical Quality System should be implemented throughout the different stages of the life cycle of

the APIs and medicinal products and should encourage the use of science and risk-based approaches.

EHME Y AT LT, APILBIXUERFOIA T A 7N IFITARERBEL2HE L CEETINERD
D, BV RIR=2DT7 7u—FOfEHZRHT206ELH 5,

7.2

To ensure that decision making is well informed and to verify that the information is reliable, the events or
actions that informed those decisions should be well documented. As such, Good Documentation Practices
are key to ensuring data integrity, and a fundamental part of a well-designed Pharmaceutical Quality System

(discussed in section 6).

BRIREIC T EmRA RSN T2 2 e 2L, BWAMEHTE 2 2 L 2R T 21CiE, ZN b DR
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YT=vav T I T ARR, TR2AVT YT A RMERT 2720 0MTH Y HEYNICEGEE N7 R
WY AT LKW RISy TH D (27 a v 6 THID,

7.3

The application of GdocPs may vary depending on the medium used to record the data (i.e. physical vs.
electronic records), but the principles are applicable to both. This section will introduce those key principles

and following sections (8 & 9) will explore these principles relative to documentation in both paper-based and

electronic-based recordkeeping.

GdocP DX, 7 — 2 DitRIcEA I N2 BE (Thbb, VNG E BT ICX-oTHA Y
BB 5H, FANZHE G IGEATE 2, Avrvavycid, ThooTFEAFHEZENL, XKDtk r v av
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TEtHT %,

74

Some key concepts of GdocPs are summarised by the acronym ALCOA: Attributable, Legible,
Contemporaneous, Original, And Accurate. The following attributes can be added to the list: Complete,

Consistent, Enduring and Available (ALCOA+°9). Together, these expectations ensure that events are

properly documented and the data can be used to support informed decisions.

GdocP O EE & D ik, ALCOA DHEFIEIC X > TEH I T W3  IREnlaE, HFerThE. R,
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7.5

Basic data integrity principles applicable to both paper and electronic systems (i.e. ALCOA +):

BT R T LOMITIEMRETH AN T — 24770 7 4 DA (bbb, ALCOA +) :

Data Integrity Attribute
T—=2A VT T4 BHE

Requirement

2

Attributable
I3 nl RE

It should be possible to identify the individual or computerised system that
performed a recorded task and when the task was performed. This also applies to
any changes made to records, such as corrections, deletions, and changes where
it is important to know who made a change, when, and why.

HRINT X R BERIT LA DY AT LE-ldavea—xfbanikzy 2
T L, BLEZRIBOOFETIN0RFETE ZLELH S, T,
EIE, HIbR, 28 L, SRz oL HIChEHI NG, BHEZEML
Tea—H, K, BXUOHEHZHS Z EHPEETH S,

Legible

HlRE AT RE

All records should be legible — the information should be readable and
unambiguous in order for it to be understandable and of use. This applies to all
information that would be required to be considered Complete, including all
Original records or entries. Where the ‘dynamic’ nature of electronic data (the
ability to search, query, trend, etc.) is important to the content and meaning of
the record, the ability to interact with the data using a suitable application is
important to the ‘availability’ of the record.
FTRCOGERITHFATRETH 20N DH 5, [HFMOEEARECHEITE 2 X5
I B, MO H AR Y ATRECHIETH 2 A H 2, Zhid, 3T
DAY PFINDEHFE BT P 2ED, ERTHLLARINILEND
LI_CoBRICGEN I NS, BT —20 B 2HEE R, Ka,
FLY FRY) BEERONF L EKICL o TEHETH 2854, @A77V 7
—vavEHLCT — X LG B HRAEIE. AlEko TRt 1c & o THEE
TH 5,

Contemporaneous

FIRFE

The evidence of actions, events or decisions should be recorded as they take
place. This documentation should serve as an accurate attestation of what was
done, or what was decided and why, i.e. what influenced the decision at that
time.

Trvav, ARV, ERIFPREDTMLIL, FBAERICEIRT 2 M0E R DH B,
OXFEZ, B fTbhlzr, MBREI N2 ZLTZOHE, T74bb
ZORRCOREITHEL 52720 DDIEMHRAIH & L TR OBEDLH 5,

Original
VU TFn

The original record can be described as the first-capture of information, whether
recorded on paper (static) or electronically (usually dynamic, depending on the
complexity of the system). Information that is originally captured in a dynamic

state should remain available in that state.




JLOREIE, AUCEER I T2 A (FY), ETAICEERI T 22 (B
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Accurate Records need to be a truthful representation of facts to be accurate. Ensuring
IR records are accurate is achieved through many elements of a robust
Pharmaceutical Quality System. This can be comprised of:
* equipment related factors such as qualification, calibration,
maintenance and computer validation.
* policies and procedures to control actions and behaviours, including data
review procedures to verify adherence to procedural requirements
* deviation management including root cause analysis, impact assessments and
CAPA
* trained and qualified personnel who understand the importance of following
established procedures and documenting their actions and decisions.
Together, these elements aim to ensure the accuracy of information, including
scientific data that is used to make critical decisions about the quality of
products.
BRI Z 135 7201 id, Rl FEZEFICKRE T 2 08B H 5, sl
EHETH 2T L2t T 2 2 &3, BREREEMNWEY XA T LDE L OER%
WU CERING, ZHiE, RODDTHKTE 2,
E, RIE, AVTF VA, ava—2N) 7= a Vi OEGEED
Ko
FIEEAFDNEF 2 WEES 2 720D T — 2L e aFlHE2 &L, 7272 a v LT
Bravyite—r$5-00KY) v—LFIH
MRARE M. R, CAPA % & O liiEH
HEN I N FINEICHE N, TEN S REZRCEL T 2 2 L OFEEEZHFEL T
5. iz T =B DD 5 A,
INLDEREMAGDE S LT, BADMEHICHT 2 BELREZITD %2
OIS NZRET — 272 8, HROEMEZHERT 2L 2HWE LT
%o
Complete All information that would be critical to recreating an event is important when
e trying to understand the event. It is important that information is not lost or

deleted. The level of detail required for an information set to be considered
complete would depend on the criticality of the information (see section 5.4
Data criticality). A complete record of data generated electronically includes

relevant metadata (see section 9).

ARV IZHBEL IS T2 E ARV IEHEBTILDICEEL LT




TOWHRPEETH L, HHRIKONAZVHEREINZY LW EPEET
Hb, [Hlty PPTERTHLLERINE-2DICHERGHHL~vIX, 1B
WOBHEFIC L > THARZ (2272 avbdTF—20EEE»ZK), BTN
WWAERINZT — 202 ERKICIE, BEET 2 AZT—20135FENns (&7
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Consistent Information should be created, processed, and stored in a logical manner that
—HM has a defined consistency. This includes policies or procedures that help control

or standardize data (e.g. chronological sequencing, date formats, units of
measurement, approaches to rounding, significant digits, etc.).

B, EREIN—BME2 R OB 27k CF, B, B X URFT 5
RENRDH B, HICE, FT—LDav bo— L E = 3 EEICRL R Y v
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Enduring Records should be kept in a manner such that they exist for the entire period
Kt during which they might be needed. This means they need to remain intact and

accessible as an indelible/durable record throughout the record retention period.
RUER L, HEICTR 2 AIREMED & 2 BHIRIIC D7z o THIAES 2 X 5 77k TR r
TOEMEDDH B, hid, ’EORHFZEL T, 2o BETH Y,
HARW/MMAEDD 2508 LCT 7w AA[RETH 2 LEDRH 5 Z L EE

T 5,
Available Records should be available for review at any time during the required retention
A AT AE period, accessible in a readable format to all applicable personnel who are

responsible for their review whether for routine release decisions, investigations,
trending, annual reports, audits or inspections.

BRI, BEARRFURT ot L aTE R LI ICL, EHWAY Y —X
DPRIE, FE. o, FEXREE. BE. T23EFEonThogAeT
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7.6

If these elements are appropriately applied to all applicable areas of GMP and GDP related activities, along

with other supporting elements of a Pharmaceutical Quality System, the reliability of the information used to

make critical decisions regarding drug products should be adequately assured.

INODOEED, EHNWES AT LMY R—FEELE L Hic, GMP ¥ X 18 GDP BEEH O+ T D
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7.7 True copies HED 2 ' —
7.7.1

Copies of original paper records (e.g. analytical summary reports, validation reports, etc.) are generally very




useful for communication purposes, e.g. between companies operating at different locations. These records
should be controlled during their life cycle to ensure that the data received from another site (sister company,

contractor, etc.) are maintained as “true copies” where appropriate, or used as a “summary report” where the

requirements of a “true copy” are not met (e.g. summary of complex analytical data).

OO DI v — (DIHERLFE— P, RIFLFE— 4 &) 3. —RIC, BRABZEHTEELIT-C
Wi REMDa sz —va voHNTERICERATH 2, TNODHKIT. Moy 4 b Uik, Ea
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7.7.2

It is conceivable for raw data generated by electronic means to be retained in an acceptable paper or pdf
format, where it can be justified that a static record maintains the integrity of the original data. However, the
data retention process should record all data, (including metadata) for all activities which directly or indirectly
impact on all aspects of the quality of medicinal products, (e.g. for records of analysis this may include: raw
data, metadata, relevant audit trail and result files, software / system configuration settings specific to each
analytical run, and all data processing runs (including methods and audit trails) necessary for reconstruction
of a given raw data set). It would also require a documented means to verify that the printed records were an
accurate representation. This approach is likely to be onerous in its administration to enable a GMP/GDP

compliant record.

BTN FBRICL o TERINZET — 2k, FFETREAKE 23 pdf B CRFFEhd e n3Ex b5,
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7.7.3

Many electronic records are important to retain in their dynamic format, to enable interaction with the data.
Data should be retained in a dynamic form where this is critical to its integrity or later verification. Risk

management principles should be utilised to support and justify whether and how long data should be stored

in a dynamic format.
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7.7.4

At the receiving site, these records (true copies) may either be managed in a paper or electronic format (e.g.,

PDF) and should be controlled according to an approved QA procedure.

ZEVFA FTI
QA FIIH

7.7.5

L INLoEE (HEoav—) 3T~z E TS (PDF &) CEHTE, KA hiz
WZHE> CEBT ZLELD B,

Care should be taken to ensure that documents are appropriately authenticated as “true copies” in a manner

that allows the authenticity of the document to be readily verified, e.g. through the use of handwritten or

electronic signatures or generated following a validated process for creating true copies.

FEZXILFETELOMERH. /-3 E0av—%2EKT 2720 DMEEHAAD 7' 0t ZICHE > CTHEKT 5 7k
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Item How should the “true copy” be issued and controlled?
JHH [Hoav—] ZEoLi R T LI VERT ILERDH 50 ?
1. Creating a “true copy” of a paper document.

WoxED TEoav—] 2ERT 3.

At the company who issues the true copy:

-Obtain the original of the document to be copied

-Photocopy the original document ensuring that no information from the original copy is
lost;

-Verify the authenticity of the copied document and sign and date the new hardcopy as a
“true copy”;

Hoav—%23T4 5 M%T:

-ar =35 ¥ AV FOREAEAFT S
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The “True Copy” may now be sent to the intended recipient.

ZhC, [TrueCopy) BHIDZFH AR SN2 AT S 5.,

Creating a “true copy” of a electronic document.
EFXED [Hoav—] 2ERT 2,
A ‘true copy’ of an electronic record should be created by electronic means (electronic file
copy), including all required metadata. Creating pdf versions of electronic data should be
prohibited, where there is the potential for loss of metadata.
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i, PDF N—=2 a VOETT — 2 2fFlT % 2 L I3FEILT 2 88 BH 5,

The “True Copy” may now be sent to the intended recipient.

T, [TrueCopy) DBHIDOZEFHIEEFEINLATRENLH 5,

A distribution list of all issued “true copies” (soft/hard) should be maintained.
FTIN7T T THoav—] (V7 /»—F) oMY R+ 2#FT 5082135
%,

Specific elements that should be checked when reviewing records:

MR ETER T AL BT 2y VT IRENDINEDER ¢

* Verify the procedure for the generation of true copies, and ensure that the generation
method is controlled appropriately

cBDav—DEEFIEEME L, ERGEFBUNCEHI N TS 2 L 2RS35

¢ Check that true copies issued are identical (complete and accurate) to original records.
Copied records should be checked against the original document records to make sure
there is no tampering of the scanned image.

FITENTHEDOa v =IOk e Al — GepOIEf) THos I LeiRlTs I L,
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* Check that scanned or saved records are protected to ensure data integrity.

AF ¥ VERLIIREINZERPIAEIN T DL L EMER L, T2 A VT 7Y T4
Z RS 5,

» After scanning paper records and verifying creation of a ‘true copy’:

-Where true copies are generated for distribution purposes, e.g. to be sent to a client, the
original documents from which the Where true copies are generated for distribution
purposes, e.g. to be sent to a client, the original documents from which the scanned images
have been created should be retained for the respective retention periods by the record

owner.




-Where true copies are generated to aid document retention, it may be possible to retain

the copy in place of the original records documents from which the scanned images have

been created.
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At the company who receives the true copy:

- The paper version, scanned copy or electronic file should be reviewed and
filed according to good document management practices.

HOav—%22Z 5 {RET:
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The document should clearly indicate that it is a true copy and not an original record.
XEIF, ZNPEDOa—THY, SO TIE AW & ZABIORTHELD 2,

Specific elements that should be checked when reviewing records:
FLREMRTILRICF 2y 7 TRV EEDIFFEDER ¢

*Check that received records are checked and retained appropriately.

*A system should be in place to verify the authenticity of “true copies” e.g. through
verification of the correct signatories.

ZfEL7EEA T =y 73, BYNCRFEFIhTnw3 2 L 2iERT 2
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A quality agreement should be in place to address the responsibilities for the generation and transfer of “true

copies” and data integrity controls. The system for the issuance and control of “true copies” should be audited

by the contract giver and receiver to ensure the process is robust and meets data integrity principles.
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Limitations of remote review of summary reports B LR —FD Y E—+ L ¥ 2 DFIFR




The remote review of data within summary reports is a common necessity; however, the limitations of remote

data review should be fully understood to enable adequate control of data integrity.

FHILR—PFPHNOT—2DYE— L V23RN BEETH L, 2770, T—2A4A V7270 74 %Y
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7.8.2

Summary reports of data are often supplied between physically remote manufacturing sites, Market
Authorisation Holders and other interested parties. However, it should be acknowledged that summary
reports are essentially limited in their nature, in that critical supporting data and metadata is often not

included and therefore original data cannot be reviewed.

F—ROEHLE— ML, %L OEE. UHMICHN-80EY A4 b, TR EEEE. BXZFoftof|E
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7.8.3

It is therefore essential that summary reports are viewed as but one element of the process for the transfer of

data and that interested parties and Inspectorates do not place sole reliance on summary report data.

Lo T, BEEHEE I F — XD 72 2D 1 DOBEREICTE e B 3, FEBEEE B L UE
HEPEHRMEET — X DARIKFE LR EBAARTH S,

7.84

Prior to acceptance of summary data, an evaluation of the supplier’s quality system and compliance with data

integrity principles should be established. It is not normally acceptable nor possible to determine compliance

with data integrity principles through the use of a desk-top or similar assessment.

BT — 2% Z T ANBHIC, Y7 I7AFXYDMEL AT LDl E T — X4 vF 27U 5 4 DJFEHI~DHEHL%
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7.8.4.1

For external entities, this should be determined through on-site audit when considered important in the

context of quality risk management. The audit should assure the veracity of data generated by the company,

and include a review of the mechanisms used to generate and distribute summary data and reports.

NEZ T4 T4 DA, ZHE, WEI)V A2 AV IF0ayTFFANTEETHIL L REIN:Y
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7.8.4.2

Where summary data is distributed between different sites of the same organisation, the evaluation of the

supplying site’s compliance may be determined through alternative means (e.g. evidence of compliance with
pplying p y g g p

corporate procedures, internal audit reports, etc.).
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7.8.5

Summary data should be prepared in accordance with agreed procedures and reviewed and approved by
authorised staff at the original site. Summaries should be accompanied with a declaration signed by the
Authorised Person stating the authenticity and accuracy of the summary. The arrangements for the

generation, transfer and verification of summary reports should be addressed within quality/technical

agreements.
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8. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR PAPER- BASED SYSTEMS
MR—ZADV AT LICHETIEEDT—X24 v F /Y5 4 icBid 2 EEHH

8.1 Structure of Pharmaceutical Quality System and control of blank forms/templates/records B3 5
B AT LOBELEAD 7 +—4/7 v 7L — Lt [EBROEHE
8.1.1

The effective management of paper based documents is a key element of GMP/GDP. Accordingly the

documentation system should be designed to meet GMP/GDP requirements and ensure that documents and

records are effectively controlled to maintain their integrity.

HMR—ZDFF a2 AV RN EHIT, GMP/GDP 0 EELEECTH S, LEN-T, XELLIXT
L. GMP/GDP SEfFE%§i72 L. FFa XAV M EEFBA VT 7Y T4 2T 2 -0 IR MICEE I 1
2 X5ICEETAINERD B,

8.1.2

Paper records should be controlled and should remain attributable, legible, contemporaneous, original and
accurate, complete, consistent enduring (indelible/durable), and available (ALCOA+) throughout the data

lifecycle.

MOTLFRIIBEHINBZIRZITHY, T—RXDIA 7H A4 2 AVEEZ@ELC. IREARE. HFEnlae. [RIEE.
FVUF o IEREME. e, —EM. ket GEARW/MAELLRS 5) 2850, FIFATEE (ALCOA +)
ThHhHIVEDLD S,

8.1.3

Procedures outlining good documentation practices and arrangements for document control should be

available within the Pharmaceutical Quality System. These procedures should specify how data integrity is

maintained throughout the lifecycle of the data, including;:

BIEZRSCELRE S F ¥ a2 2 v FEHOMRY ko 2819 2 FIHIE, EELWE S 27 LN THARETH



LRENRDHDL, TNOLOFMETIE, ROXIBT—XDIATIAIANREKTT =24 VT 7V T 4 %ifffs
TENHERIEET 2RLEND B,

* creation, review, and approval of master documents and procedures;

¢ generation, distribution and control of templates used to record data (master, logs, etc.);

* retrieval and disaster recovery processes regarding records;

* generation of working copies of documents for routine use, with specific emphasis on ensuring copies of
documents, e.g. SOPs and blank forms are issued and reconciled for use in a controlled and traceable manner;
* completion of paper based documents, specifying how individual operators are identified, data entry
formats, recording amendments, and routine review for accuracy, authenticity and completeness; and

* filing, retrieval, retention, archival and disposal of records.

oYAZ—=FF a2 AV PBIUOFHEOER. L, X UK

T—& (wREZ—, nrRE) ORICHEREINE T 7L — FOERK, B, B X OHIH,

RUERICBH T 2 MK B LUK ERIH T v+ 2,

cHEMICHEHT 27200 F*a v roff¥av—odmlk, Fic, F¥a Xy roav—offRIcEN%E
WTWw3, SOPBIXUZEHD 7 +—L4ld, 2V o — A X IEIAEERTECHERT 2 20 ICRITB L
HEIND,

HER—ZDFF 2 XV O, A DAL —2—DFRIE, 72 AKX, Lo BIE, B3IV
B, G, TetEoEN AL vazifET s, BXU

IO T 7 A Y VI BB R T4 70 BRUEE,

8.2 Importance of controlling records FC#ZEH T 5 L DEEN
8.2.1

Records are critical to GMP/GDP operations and thus control is necessary to ensure:

FCPkIZ GMP/GDPEHICE > CTHETH 5720, UTE2HMEICERT 27-0ICay ba—LR30ETH
%,

* evidence of activities performed;

* evidence of compliance with GMP/GDP requirements and company policies, procedures and work
instructions;

* effectiveness of Pharmaceutical Quality System;

* traceability;

* process authenticity and consistency;

* evidence of the good quality attributes of the medicinal products manufactured;

* in case of complaints or recalls, records could be used for investigational purposes; and

* in case of deviations or test failures, records are critical to completing an effective investigation.

CEITINSZT 7T 4 ¥T 4 DAL,
*GMP/GDP kB L UM ¥ED KR Y o —. FIH, (FEIET~DHERLO ML,



JEEAE v AT L DABE,

L —HYEUT 4,

o7 0k X DEHEE X O—H 1,

Bl X 72 R, o B R 1 o RIEHL,

HHEE LY a— oG, RRIEFAEENCER I N AIEELH S, LU
SEBLE 72137 A P RO E, RRIIMENLHEEZ T T T 57-DICHETH S,

8.3 Generation, distribution and control of template records 7> 7L — F iRk DA, B, ¥ X UH
il
8.3.1

Managing and controlling master documents is necessary to ensure that the risk of someone inappropriately
using and/or falsifying a record ‘by ordinary means’ (i.e. not requiring the use of specialist fraud skills) is

reduced to an acceptable level. The following expectations should be implemented using a quality risk

management approach, considering the risk and criticality of data recorded (see section 5.4, 5.5).

VAZ—FFXa XAV Do x YAV XN ay ba—ulg, #Hira GAEOTE] Cildki AEyicfhm
BLO/FHEFRIATEI RS (Thbb, HARICKXIAEAFLVOMHZLE L L) ZFFAARER
LRV E CHERICEIR T 2720 ICbETH L, itkd T —2DY) 27 L EEWEZERL, ME) A7~
IAVRAVET T —F AL T, UTOMREZEET 2M0EEH 2 (€27 v av b4 55 %%H),

8.4 Expectations for the generation, distribution and control of records

EFROER. B, B X OB 2 5

Item JEH | Generation 4%

1. Expectation HifF

All documents should have a unique identifier (including the version number) and should be
checked, approved, signed and dated.

TRTCOFF 2 AV PCF—BO#HAlT (N=YavHEE2ED) PHETHY, Fxv 7, K
o B, BLUOHNZAMT 2 88035 5,

The use of uncontrolled documents should be prohibited by local procedures.

The use of temporary recording practices, e.g. scraps of paper should be prohibited.
avibue—AINTORV X2 Ay FOfffIE, v = AOFREEIC X W EILT 2 LD
%,

WMDR2 7y 7ae, —RHRIEETOMMIZEILT 2 L8 2D 2,

Potential risk of not meeting expectations/items to be checked
W/ F =y 73 REEHEWZ I BWEBENR) X2
* Uncontrolled documents increase the potential for omission or loss of critical data as these

documents may be discarded or destroyed without traceablility. In addition, uncontrolled records

may not be designed to correctly record critical data.




* It might be easier to falsify uncontrolled records.

* Use of temporary recording practices may lead to data omission, and these temporary original
records are not specified for retention.

* If records can be created and accessed without control, it is possible that the records may not
have been recorded at the time the event occurred.

* There is a risk of using superseded forms if there is no version control or controls for issuance.
IV PE—AINTVARWYFF =XV b, BEFRT A7 LICHREE £ 72 1338 X h 2 Al REfE 2
570, BERET —2OREEZFBROWRELEZED S5, IHIC, avio—ArIhTn
mOELEIE, EEAT X ZIELKEHRT 2 L) KikEt I C i WATREME L B 5,

IV PE—AINTOARVEREFRIATI2APMEERGEELD 5,

IR ZREIR T E RN T2 & T2 MBRETHAREELRH V. Zh b DK It DL
FRERIRE LTIREIhTWw i,

LB EER L CHIfHEFICT 7 e A TE 2581, EBRITA RV P ORERICERI LTV
WHREMEDS D B

N—Va VERELRRTEEA L CEA, BEXRAONTZ 7+ —L2EHT 5 ) X755
%o

Expectation HifF

The document design should provide sufficient space for manual data entries.

F¥axX v b&EICld, FEICT— 22 AT 27200150 AX— A2 RT 2LEDD 5,

Potential risk of not meeting expectations/items to be checked

R/ F =y 7T REEBZMW IR WEENT Y R 7

* Handwritten data may not be clear and legible if the spaces provided for data entry are not
sufficiently sized.

* Documents should be designed to provide sufficient space for comments, e.g. in case of a
transcription error, there should be sufficient space for the operator to cross out, initial and date
the error, and record any explanation required.

* If additional pages of the documents are added to allow complete documentation, the number of,
and reference to any pages added should be clearly documented on the main record page and
signed.

* Sufficient space should be provided in the document format to add all necessary data, and data
should not be recorded haphazardly on the document, for example to avoid recording on the
reverse of printed recording on the reverse of printed pages which are not intended for this
purpose.

T =2 ANTHDAR=ZADH A X3t Tt FEHE T — 2 3YHEICHR T E R wiEh
DD 5,

sFF*a AV hMiE, a AV FHOTREAR—ZZREET 2 X5 CKET o8E LD 5, HlziX
BT 7 — DA, AL =220 7 —Z2RYHEL, L, A ZRAL, Z L TLE
BEIHZ RS 2 DI T e AR—ZABRETH 5,




TR EETREICT 3720 FFa X v M= Y2SBME N84, Bildhzx—
D ESIRIT, A4 VvEH -V ICAEICCEL I N, BLEIRTWIRBERD D,
MBERTRTDT —XZBMT 5200 RA—2% F¥ a2 XV MEXCRET 2 48R
Hb, TPz, KHRTRERMIN TR WHN— Y OEmMICEERPEHIM S v, ZDEIC
LR IND I L RMIT LD, T—XEFFa XA v MICEFHEICEERKL AV L,

Expectation HifF

The document design should make it clear what data is to be provided in entries.

F¥aXv PEREIClR, =V P CRMEEI N 7T -2 2 HEIC T 2 050D 5,

Potential risk of not meeting expectations/items to be checked

iR/ F = v 7 T REHEB 2 I R FENT Y R 7

* Ambiguous instructions may lead to inconsistent/incorrect recording of data.

* Good design ensures all critical data is recorded and ensures clear, contemporaneous and
enduring (indelible/durable) completion of entries.

* The document should also be structured in such a way as to record information in the same
order as the operational process and related SOP, to minimize the risk of inadvertently omitting
critical data.

HFEOLARIERICK Y. T 2R -BHEO LW/ RNIEMHERFERIC O 03 2 FIREMEY S 5,
SHIEGRRFHC X D, I _XCoEELT — X MBI, = ) DT 25, BHECRERH T2
DAY GH 2 7\ /KEEHI %) TH 2 T EBMRIET 5,

eFFaXv b, BEART -2 %2RoTABLTLE S Y R7 2R/NRICHIZ 27201, #H
7o 2B XOB#E S 2 SOP & [A UNER CiFlZidik 3 5 & 5 ichingfl 3 2 0 Eb 55,

Expectation HifF

Documents should be stored in a manner which ensures appropriate version control.

oty ME, #Ye =Y a VBRI 5 FECRET 2 08285 2,

Master documents should contain distinctive marking so to distinguish the master from a copy,
e.g. use of coloured papers or inks so as to prevent inadvertent use.

TARZR—FFaAv Mo, vAX—Lav—zXilTs0ic, FEWE~—F v 72505
VEHD 5, HlziE, PMEBICKBHEMEZNC-oEME T4 v 27 21T 5,

Master documents (in electronic form) should be prevented from unauthorised or inadvertent
changes.

vAZX—FFaxv it (BEFER) F FAETLFRERCL LT 2 CLERH 5,
E.g.: For the template records stored electronically, the following precautions should be in place:
- access to master templates should be controlled;

- process controls for creating and updating versions should be clear and practically
applied/verified; and

- master documents should be stored in a manner which prevents unauthorised changes.




il BFCREFEINET v 7L — FREROBA, ROTHIEELZH#L 2 8E1H 2,
SRARAR—=T VT L= DT 7 RE AV IR —LTEHERD B,

R—= 2 VRS X OEFT 2 7200 7 v & ZFIEIZIE T, EBICET/BEEE LT v B 2
ERHL, BIU

e AX—FXa A M, REAZEEZY CHECRET 2 HENH 5,

Potential risk of not meeting expectations/items to be checked

IR/ F = v 7 T REHEB 2 I R OFENT Y R 7

* Inappropriate storage conditions can allow unauthorised modification, use of expired and/or
draft documents or cause the loss of master documents.

* The processes of implementation and the effective communication, by way of appropriate
training prior to implementation when applicable, are just as important as the document.

AU RRESRMICL Y, PIEGEE, HIRYINEZIEIFZ 7 D F* 22 v O], =X
&~k#1i7h@ﬁ%#%$?éﬂ ﬁ#%%

FKEDT B AB LV, EETLHERREAOMEY] 2 L —= v I X o TR = 1 2
—r—vavkebIliF, FFa XAV IFLFEILKLVWEETH S,

Item JEHH

Distribution and Control Jii@ & &8

1.

Expectation HifF

Updated versions should be distributed in a timely manner.

WA=V avit, 24 L) —ICHAAT20EEH 5,

Obsolete master documents and files should be archived and their access restricted.
BIFENZ~~RAZ—FF2 AV BXS77A0MEIT A4 7L, T7ZA%ZHIBT20ERD
%o

Any issued and unused physical documents should be retrieved and reconciled.

RITHEABLOREHOYEFF 2 A Y FETRTHE L CHERT 20818 H 3,

Where authorised by Quality, recovered copies of documents may be destroyed. However, master
copies of authorised documents should be preserved.

mEIC K o TR INGE, MEINAZFF a2 AV Foav—3BEI N AJREESD 5,
72720, HFAENZFF2 AV O RX—a v —3R( T 2L0E1H 5,




Potential risk of not meeting expectations/items to be checked
W/ =y 73 REHEEEME I BOEENR) RS
* There may be a risk that obsolete versions can be used by mistake if available for use.

FEHATRE R GG, BN/ =Y a VBB THEMI NI ARG H 2 ) 27035 5,

Expectation HifF

Document issuance should be controlled by written procedures that include the following controls:
- details of who issued the copies and when they were issued;

- clear means of differentiating approved copies of documents, e.g. by use of a secure stamp, or
paper colour code not available in the working areas or another appropriate system;

- ensuring that only the current approved version is available for use;

- allocating a unique identifier to each blank document issued and recording the issue of each
document in a register;

- numbering every distributed copy (e.g.: copy 2 of 2) and sequential numbering of issued pages in
bound books;

- where the re-issue of additional copies of the blank template is necessary, a controlled process
regarding re-issue should be followed with all distributed copies maintained and a justification and
approval for the need of an extra copy recorded, e.g.: “the original template record was damaged”;
- critical GMP/GDP blank forms (e.g.: worksheets, laboratory notebooks, batch records, control
records) should be reconciled following use to ensure the accuracy and completeness of records;
and

- where copies of documents other than records, (e.g. procedures), are printed for reference only,
reconciliation may not be required, providing the documents are time-stamped on generation, and

their short-term validity marked on the document.

XEDFEITIE, UTOav o — A28 0FEFCL-oTay o -1 T 2080355,
SHER I —EFIT L2, WORIT S Nz DFE,

KR INTED -2 KT 2R FB, KRBRAX VT, £ Y 7 oMo
Pl 27 LCcEAATCE R WIRO A 7 —a— V2T 5,

FHERKEIN TV E A=Y a vDREFHTES LS ICT 3,

FATINBZEAD P F 2 XY MC—EO#BF2EI V4T, EFFa XAV FORTEL YR
ZITELFRT o

i g e FRCcoav—icHFTsEMNT Bl av—2/2), BRINERORITINz—Y
ICEF IS H S 2T 5,

-EHOT v 7L — O a2 v —OBFETELELRGE T, BRITICETIEHEINL T r
AHE, TRCOEMa v —2 ML, B2 v —oXBE oI L & A&GE & L3 2 LE A
H5, B, [JTtoFv 7L —ridsBWIEL 2] ;

-7 GMP/GDP ZE(H 7 +— & (il : 7—27 > — b, FEB — b, Ny FEdEk, FHEE)
1. FCERDIERENE & SRR HER T 2720, HKBICHEST 20ERH 5, BV




UMD F X2 A v b oav— (FlEkE) B2BHICOBHRE N TWEEE, F¥a X
YV FDERRFICZ A LR Z IR T b, 20BN ARERER N Fa XA v i —27 3T
. BRSO ERWIGEAERD D,

Potential risk of not meeting expectations/items to be checked

R/ F =y 7T REEBZMW IR WEENT Y R 7

» Without the use of security measures, there is a risk that rewriting or falsification of data may be
made after photocopying or scanning the template record (which gives the user another template
copy to use).

* Obsolete versions can be used intentionally or by error.

* A filled record with an anomalous data entry could be replaced by a new rewritten template.

e All unused forms should be accounted for, and either defaced and destroyed, or returned for
secure filing.

¢ Check that (where used) reference copies of documents are clearly marked with the date of
generation, period of validity and clear indication that they are for reference only and not an
official copy, e.g. marked ‘uncontrolled when printed.

¥ 2 Y TANERFE LG A, TV LR R ar—F R EAFr v LBRICT — X
DEZMZARPUIANTONEEXNDEH S (ZhickY), 2—Fi3HloT 7L —tav—%
EHCTE2X51C7%3),

LI NI =Y a ik, BRWICE 2138 THA I NS A[ReEDR S 5,

HERT -2V LY “G‘@B?b bIzFiFkIE, LK EZEINEZT VL —MICEZMEZ S5 Z

EBTE 3B,
KD 7 + — L Z T RCHHL, FHRLTHEST 20, BRERT7 74V V7 DDI0R%ET
LRENRD S,

e (FHZINTWAEA) FFaxviozlBavr—ic, £FKH. GO, X OSBEHC

By, XN av—TlIhnZ EZHEIORT— 2083 nwT w3 Z L 2iERT 5, HIRIERC
[EHINTWARWN] Ev—2Z3INTWn3E,

8.4.1

An index of all authorised master documents, (SOP’s, forms, templates and records) should be maintained

within the Pharmaceutical Quality System. This index should mention for each type of template record at

least the following information: title, identifier including version number, location (e.g. documentation




database, effective date, next review date, etc.).

ERENFTRCDTAL— % aAv b (SOP, 74—h, 77—}, BLUTR) OAvFv s
iE. I SE Y 2T LN CHEF T 3 0SB B, COA VT Y 7RI, TV T L— FEgoRET L
o, A< L b ROWWMERMT 3BESDHE : 54 b, A=Y 2 VEREETEATF. BT (F* 2 2
VIFF—2R—2 FEH. ROoLEaHEY),

8.5 Use and control of records located at the point-of-use {FHBATIC » 3 EEFHOEHEBE LS tu—
Vi
8.5.1

Records should be available to operators at the point-of-use and appropriate controls should be in place to
manage these records. These controls should be carried out to minimize the risk of damage or loss of the
records and ensure data integrity. Where necessary, measures should be taken to protect records from being

soiled (e.g. getting wet or stained by materials, etc.).

RERIEARL =2 —OfffIRFICHITcE 2 X HICL., ChooElR2EHT 2200 kavy e —1 %
TOREREDHZ, nbDay tu— g, LEOBREGE 2RO Y X7 ZR/NRICMAZ, T—24 VT
VT A RMRT 270K 2L EBDH L, LESUT, BTNz oxizi#EL 5
RERH B (=& 21X, Hwhb, BTl 357%8),

8.5.2

Records should be appropriately controlled in these areas by designated persons or processes in accordance

with written procedures.

SEkIE. EEICXBAFIECHE > T, FEEINAE AT -3 7o RTINS DfEMTCEYICa Y R
"/Véﬂébl‘é‘%fﬁjﬁéo

8.6 Filling out records FE#&~DEEA
8.6.1

The items listed in the table below should be controlled to assure that a record is properly filled out.

UToRIZY R INTHRIHBE, SEAEYVICANINSE L Sicavy e -1 208015 5,

Item JHH | Completion of records ECEkDTERK

1. Expectation HifF




Handwritten entries should be made by the person who executed the task’.

FEEZOZV IV IE, 2RI EFETLEABMENT 20805 5,

Unused, blank fields within documents should be voided (e.g. crossed-out), dated and signed.
F¥a XYy PHORMBHOEHD 7 4 —A ik, BRhicL OB LA E), BifZidAL T
BHToMERD B,

Handwritten entries should be made in clear and legible writing.
FEZOIY MV IE, PETHAPT WEZALTEMT 2HBEIDH 5,

The completion of date fields should be done in an unambiguous format defined for the site. E.g.
dd/mm/yyyy or mm/dd/yyyy.

Hft7 4 = FO AN IZ, ¥4 MCERSI WAL CITI HEr8H 2, Hlzid, dd/
mm / yyyy % 721 mm / dd / yyyy.

Potential risk of not meeting expectations/items to be checked

/5=y 73 _REERBZWEZ I ROBENRY X7

* Check that handwriting is consistent for entries made by the same person.

¢ Check the entry is legible and clear (i.e. unambiguous; and does not include the use of unknown
symbols or abbreviations, e.g. use of ditto(“) marks.

* Check for completeness of data recorded.

* Check correct pagination of the records and are all pages present.

FWCNBER L7z P YV OFHZR-HL TS I & 2T 5,

IV I BHAPCT AT Z LR T 2 (Thbb, WHikTH 2, FHLS PIKE
Offifl (ditto (") v— 27 DfEMRY) BEETN TR,

R INST XA VTV T 4 RMERT B,

GUEKDIEL WA — U IT 2R L, T RTOR—UBFET 5 L 2ffERT 5,

2. Expectation HifF

Records relating to operations should be completed contemporaneously?.

AN BEES 2 EC8E, FRFICSE T2 L8R H 5,

7 Scribes may only be used in exceptional circumstances, refer footnote 8.

8 The use of scribes (second person) to record activity on behalf of another operator should be considered ‘exceptional’, and only take

place where:  ‘exceptional’, and only take place where:

Xl The act of recording places the product or activity at risk e.g. documenting line interventions by sterile operators.

X To accommodate cultural or staff literacy / language limitations, for instance where an activity is performed by an operator, but
witnessed and recorded by a scribe. In these cases, bilingual or controlled translations of documents into local languages and dialect are

advised.



Potential risk of not meeting expectations/items to be checked

* Verify that records are available within the immediate areas in which they are used, i.e.
Inspectors should expect that sequential recording can be performed at the site of operations. If
the form is not available at the point of use, this will not allow operators to fill in records at the
time of occurrence.

GUEBEHIN TV T CE DI THHATE 2 L 2R T 2, Thbb, AEEIX. B
EFOBG CIEXRG A EIT TR 2 2 L 2T 20 EBDH 5, 74— LMfERKFICHHTE %
WA, AL — X — [ FRAERFICERIC AT TE R,

Expectation HifF

Records should be enduring (indelible).
SERIIAKEN GH27R\) THILELD S,

Potential risk of not meeting expectations/items to be checked

R/ F =y 73 REEBZMW IR WEENTY R 7

* Check that written entries are in ink, which is not erasable, and/or will not smudge or fade
(during the retention period).

¢ Check that the records were not filled out using pencil prior to use of pen (overwriting).

* Note that some paper printouts from systems may fade over time, e.g. thermal paper. Indelible
signed and dated true copies of these should be produced and kept.

EEXAEINZZVPIBA VI THLIDLE I, AVIZIREETE vy, G dbeT
b L7zw (BREHARY) %2R T 2,

RV BHTIC, MELMAL CGERICEEAIN TRV L 2iERT 5 (EFEEX),
JEEIKE, VAT LALLM T v Ty M, FfEofREE &b i3 5 AR
WrdHs L ICERET 2L, TNOLDHABRVELLANON ZED 2 v —2{FK L THRE
THEMEDND B,

Expectation HifF

Records should be signed and dated using a unique identifier that is attributable to the author.

LBk, EE IR 2 —Eo@il 2 M L TEABS L UCAN Z2RAT 208D %,

Potential risk of not meeting expectations/items to be checked
/5=y 73 _REERBZWEZ I ROBENRY X7

* Check that there are signature and initials logs, that are controlled and current and that

In both situations, the scribe recording should be contemporaneous with the task being performed, and should identify both the person

performing the observed task and the person completing the record. The person performing the observed task should countersign the

record wherever possible, although it is accepted that this countersigning step will be retrospective. The process for a scribe to complete

documentation should be described in an approved procedure, which should; specify the activities to which the process applies and

assesses the risks associated.




demonstrate the use of unique examples, not just standardized printed letters.

* Ensure that all key entries are signed & dated, particularly if steps occur over time, i.e. not just
signed at the end of the page and/or process.

* The use of personal seals is generally not encouraged; however, where used, seals should be
controlled for access. There should be a log which clearly shows traceability between an individual
and their personal seal. Use of personal seals should be dated (by the owner), to be deemed
acceptable.

MEEL I NZZERISCTF R T T, BAu b=y yrurPavia—r I, &HdO
THY, HEDOHIOFEMEZRL T3 L2 RS 5,

RIS, ATy IHRHORE L LD ICRET A, Thbb, R—UP T RORETE
HZINBETTEERL, TRTCOEEZZ VY FIBEAI N, BB onTns 2 L 2R
$ 5,

MAANMEO MR F— R I Nk, ZREL, T 35813, v —idT7 7R
MLCTavire—ALIhsa L8 0355, EALEAOHE L OB FL—F ) 7 4 ZHFEIC
REu /B3B8 chd, WAy — Loz, FECE2LRAIns X5, (FFHEHED)
HftZ3 AT 2 0 E2H 5,

8.7 Making corrections on records FL#RZEIET 5

Corrections to the records should be made in such way that full traceability is maintained.

FLEKDIEIE

TR ML —F Y T4 PR END X5 IfTHIBELD B,

Item JEHH How should records be corrected? ECFRIZED &L S ITEIET 2 ERHBE 5 ?
1. Expectation Hif¥

Cross out what is to be changed with a single line.

K 5Nz BRCCHLY 1T,

Where appropriate, the reason for the correction should be clearly recorded and verified if
critical.

REITIG U T, BIEOM b ZPfEIciiik L, BRALGARIWEALT 2 L8 D 5,

Initial and date the change made.

KHEPMTON M B X HA,

Potential risk of not meeting expectations/items to be checked

R/ =y 73 REEBZW I L VEBENTY X2

 Check that the original data is readable not obscured (e.g. not obscured by use of liquid
paper; overwriting is not permitted).

* If changes have been made to critical data entries, verify that a valid reason for the

change has been recorded and that supporting evidence for the change is available.




* Check for unexplained symbols or entries in records.

TLDT — X HHmAM Y AIRET, I h w2 iR T 5 (2 & 21X, IRz
FALTRIA TRy, EHEZFFAITAT0RN),

CHERT XLV PV ICEERIMZ O NGEIR. BHOIEY MBS HRI LTV
Z¢, BLUOKREORMIT & 2 2EMAMAFRETH 5 2 & 2R 5 C &,
DO Vil T L ldicENDO T v ) 2 HERT 5,

Expectation Hif¥

Corrections should be made in indelible ink.
BIEI, HARWA V7 TITHDERD 5,

Potential risk of not meeting expectations/items to be checked

Hife/F =y 75 _REEE RS RVWEENERY X2

¢ Check that written entries are in ink, which is not erasable, and/or will not smudge or
fade (during the retention period).

¢ Check that the records were not filled out using pencil prior to use of pen (overwriting).
EXIAFNIZ VI IBA Vv ITHEIDE I 0 RMERT 2, 4 V7 IZHEETE VD,
G tadhd7- 0 Ly (GREHARF),

VMM BHNIC, MERMH L CRERICEAIR TRV L2l T 228 (L

HE),

8.8 Verification of records (secondary checks) FCERDBREE (ZKRF = v 7)

Item JEHH

When and who should verify the records? 0. FEDFREZHETILERH D5 ?

1.

Expectation HAfF

Records of critical process steps, e.g. critical steps within batch records, should be:

- reviewed/witnessed by independent and designated personnel at the time of operations
occurring; and

- reviewed by an approved person within the production department before sending them
to the Quality unit ; and

- reviewed and approved by the Quality Unit (e.g. Authorised Person /Qualified Person)
before release or distribution of the batch produced.
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Batch production records of non-critical process steps is generally reviewed by production
personnel according to an approved procedure.

RETHRWT R RART v 7Oy FAREGRKIE, HH., &KL Nz FNHICRE A EH
BEICE-TLrvadIng,

Laboratory records for testing steps should also be reviewed by designated personnel (e.g.:
second analysts) following completion of testing. Reviewers are expected to check all
entries, critical calculations, and undertake appropriate assessment of the reliability of test
results in accordance with data-integrity principles.

TANAT Yy 7D 7 Ril#kd, 7 A PDRETRICIEESINHYLYE Bl :2FHDOT FY
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Additional controls should be considered when critical test interpretations are made by a
single individual (e.g. recording of microbial colonies on agar plates). A secondary review
may be required in accordance with risk management principles. In some cases this review
may need to be performed in real-time. Suitable electronic means of verifying critical data
may be an acceptable alternative, e.g. taking photograph images of the data for retention.
HERT A ORBE—DEANIC X > TfThbN 56 B, BRI L —F Lo
EP)aw = —oRE), BOaY bu— A 2RI LENE DD, VAT HTAY
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This verification should be conducted after performing production-related tasks and
activities and be signed or initialled and dated by the appropriate persons.

ZOWGE, EEBEDO X R 7 LT 7T 4 €T 4 R EML BRICET L, B RiHYH
BELEZVIIEL CHN Z2EAT 28 EEH 5,

Local SOPs should be in place to describe the process for review of written documents.
EFHICL 2 XEDOL 2D 70 A2FHMT 572010, v —L SOP ZET 5L EH
% % o

Specific elements that should be checked when reviewing records:

AREMRT 2L R ICTF v 7T ORERDIREDER !

* Verify the process for the handling of production records within processing areas to
ensure they are readily available to the correct personnel at the time of performing the
activity to which the record relates.

* Verify that any secondary checks performed during processing were performed by




appropriately qualified and independent personnel, e.g. production supervisor or QA.

* Check that documents were reviewed by production personnel and then quality
assurance personnel following completion of operational activities.

ST Y TN CTOEELFKONIM 70 v X 2 EEEL T, IiICE#EST 27 774 €7 4
ERITT D L 2, @Y RN F S EERERE S CICFHTE 3 X Icd 5,
SUBHICFEITI NIRRT = v 2 H5, AEEEF 7213 QA ., WY B E o 7l
SLTHBFIC X o TETINAZ L 2HERT 5,

SEFT 7T 48T ADR TR, FFa Xy PEEHYFICE-TLE 23, RICH
BRI YE IC Lo CL v ad -2 L 2HEET 5,

Item JEHH How should records be verified? R8kIZ & D X 5 ITHREET 3 HER D 522 ?
2. Expectation Hif¥

Check that all the fields have been completed correctly using the current (approved)
templates, and that the data was critically compared to the acceptance criteria.

BfEo (OkBani) 7v7Lr— &AL CIRTO7 4 =V FAIELL AR T
WB Tl BRUOT 2032 ANIEHE L HE IC I N T B 2 L 2T 5 2 L,

Check items 1, 2, 3, and 4 of section 8.6 and Items 1 and 2 of section 8.7
€27 av86DIEHIL, 2, 3, X4t vriav87DHH1BXU2 RT3
ok,

Specific elements that should be checked when reviewing records:
FRAMRTILEICTF 2y VTN EBDIEDER ¢

* Inspectors should review company procedures for the review of manual data to
determine the adequacy of processes.

* The need for, and extent of a secondary check should be based on quality risk
management principles, based on the criticality of the data generated.

* Check that the secondary reviews of data include a verification of any calculations used.
* View original data (where possible) to confirm that the correct data was transcribed for
the calculation.

HEREIX, o R0RUE AT 0, FHT—2EL 2T ionEOF
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8.9 Direct print-outs from electronic systems ¥ AT L L DEETY VY F TV T

8.9.1




Some very simple electronic systems, e.g. balances, pH meters or simple processing equipment which do not
store data, generate directly-printed paper records. These types of systems and records provide limited
opportunity to influence the presentation of data by (re-)processing, changing of electronic date/time stamps.
In these circumstances, the original record should be signed and dated by the person generating the record
and information to ensure traceability, such as sample ID, batch number, etc. should be recorded on the

record. These original records should be attached to batch processing or testing records.

WO DIFHICHHMATE T v AT Ly Bl KOA, pH A =% = $7— X BRI L\ B
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8.9.2

Consideration should be given to ensuring these records are enduring (see section 8.6.1).

N DK TH 5 Z L ZMERT 22 L2l T 24823 H 5 (27 av 861 25,

8.10 Document retention (Identifying record retention requirements and archiving records)
F¥axy o @RORBEGORELERDOT —H 4 7)
8.10.1

The retention period of each type of records should (at a minimum) meet those periods specified by

GMP/GDP requirements. Consideration should be given to other local or national legislation that may

stipulate longer storage periods.

&2 4 7ok oRFHAR X, (D7 & d) GMP/GDP #ffciiE I Nl x iz 308 1R H 5, XV
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8.10.2

The records can be retained internally or by using an outside storage service subject to quality agreements. In

this case, the data centre’s locations should be identified. A risk assessment should be available to demonstrate

retention systems/facilities/services are suitable and that the residual risks are understood.

FLERIE. WEBCIRIFST 22 L b, WEERICH > TIMBD A L =Y — 2 2L CTRFFF 22T
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Item HE Where and how should records be archived? i & cicED LS IKT—Hh4 7T 508
35 7?




1. Expectation Hif¥

A system should be in place describing the different steps for archiving records
(identification of archive boxes, list of records by box, retention period, archiving location,
etc.).

AT —NA T T 270D IEIELFIH (T A4 7Ky 72 200, Ky 7R T
LORFEDY A S AREIEL T4 TEIRE) RBAT 5 Y AT LEHAT 544
b5,

Instructions regarding the controls for storage, as well as access and recovery of records

should be in place.
A b L=V O, BLORLEE~DT 7w ERIEICBT 28R % KT 2 HESR D
%o

Systems should ensure that all GMP/GDP relevant records are stored for periods that
meet GMP/GDP requirements®.

VAT LiE, $TO GMP/GDP B#RL#xsS, GMP/GDP % % i 7= 3 IR R 17 & 1
T3 I L 2ERT 2 0EDD 5,

Specific elements that should be checked when reviewing records:
FRAMRTILEICTF 2y VTN EBDIEDER ¢

* Check that the system implemented for retrieving archived records is effective and
traceable.

* Check if the records are stored in an orderly manner and are easily identifiable.

* Check that records are in the defined location and appropriately secured.

* Check that access to archived documents is restricted to authorised personnel ensuring
integrity of the stored records.

* Check for the presence of records of accessing and returning of records.

* The storage methods used should permit efficient retrieval of documents when required.
T —HA TINEHEKEIUST 5720 ICEEINZV AT LBMENCTEMA[EETH 5
T LR T %,
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9 Note that storage periods for some documents may be dictated by other local or national legislation.



Expectation Hif¥

All hardcopy quality records should be archived in:

- secure locations to prevent damage or loss,

- such a manner that it is easily traceable and retrievable, and

- a manner that ensures that records are durable for their archived life.
TRTCON—Fav—ghHiild, UTOXIICIKT =4 T 0EDH 5,
R R Z B < T D IS5 2 RERR,
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Specific elements that should be checked when reviewing records:
FRAMRTILECTF 2y VTN EBDIEDER

* Check for the outsourced archived operations if there is a quality agreement in place and
if the storage location was audited.

* Ensure there is some assessment of ensuring that documents will still be legible/available
for the entire archival period.

¢ In case of printouts which are not permanent (e.g. thermal transfer paper) a verified
(‘true’) copy should be retained.

* Verify whether the storage methods used permit efficient retrieval of documents when
required.

EMERRE I N TV IS 2, BIXREGTAEEI N T2 5 2, JHE
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Expectation Hif¥

All records should be protected from damage or destruction by:

- fire;

- liquids (e.g. water, solvents and buffer solution);

- rodents;

- humidity etc; and.

- unauthorised personnel access, who may attempt to amend, destroy or replace records.
TRTORFRIE. ROTTETIEEG £ 72 13WIE» S IRET 2 LERD 5,
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Specific elements that should be checked when reviewing records:
ARAEMRTILECTF 2y VTN EBDIEDER ¢

¢ Check if there are systems in place to protect records (e.g. pest control and sprinklers).
* Note: Sprinkler systems should be implemented according to local safety requirements;
however, they should be designed to prevent damage to documents, e.g. documents are
protected from water.

* Check for appropriate access controls for records.

GURERET 2 OOV AT LSBT EHE ) »EAT 5 (FEREReX 7Y v
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8.11 Disposal of original records or true copies JLDFCERE 72 IZE D 2 v'— DFERE
8.11.1

A documented process for the disposal of records should be in place to ensure that the correct original records
or true copies are disposed of after the defined retention period. The system should ensure that current

records are not destroyed by accident and that historical records do not inadvertently make their way back

into the current record stream (e.g. historical records confused/mixed with existing records.)

FLERDFERICBIT 2 3CGE LI A T u v RE, EERINREFEORICIEL WO L a— FEI3ED =
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8.11.2

A record/register should be available to demonstrate appropriate and timely archiving or destruction of

retired records in accordance with local policies.

PR/ E PRI, MO TEICHE o T, BEIE I N0V 0 & 4 LY =T —Hh A T 2 IIREE R EETE
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8.11.3

Measures should be in place to reduce the risk of deleting the wrong documents. The access rights allowing

disposal of records should be controlled and limited to few persons.
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9. SPECIFIC DATA INTEGRITY CONSIDERATIONS FOR COMPUTERISED
SYSTEMS 2 v ¥a— LIk v AT LARCETIREDT XAV 77 )74 BT 2EBEH
9.1 Structure of the Pharmaceutical Quality System and control of computerised systems

EELGEI AT LOEGE L 2y e —2{LINET AT LDOER
9.1.1

A large variety of computerised systems are used by companies to assist in a significant number of operational
activities. These range from the simple standalone to large integrated and complex systems, many of which
have an impact on the quality of products manufactured. It is the responsibility of each regulated entity to

fully evaluate and control all computerised systems and manage them in accordance with GMP!® and GDP!!

requirements.
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9.1.2

Organisations should be fully aware of the nature and extent of computerised systems utilised, and
assessments should be in place that describe each system, its intended use and function, and any data integrity

risks or vulnerabilities that may be susceptible to manipulation. Particular emphasis should be placed on

determining the criticality of computerised systems and any associated data, in respect of product quality.
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9.13

All computerised systems with potential for impact on product quality should be effectively managed under a

Pharmaceutical Quality System which is designed to ensure that systems are protected from acts of accidental

or deliberate manipulation, modification or any other activity that may impact on data quality and integrity.
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9.14

10" PIC/S PE 009 Guide to Good Manufacturing Practice for Medicinal Products, specifically Part I chapters 4, Part II chapters 5, &
Annex 11

11 PIC/S PE 011 GDP Guide to Good Distribution Practice for Medicinal Products, specifically section 3.5



The processes for the design, evaluation, and selection of computerised systems should include appropriate
consideration of the data management and integrity aspects of the system. Regulated users should ensure that
vendors of systems have an adequate understanding of GMP/GDP and data integrity requirements, and that
new systems include appropriate controls to ensure effective data management. Legacy systems are expected

to meet the same basic requirements; however, full compliance may necessitate the use of additional controls,

e.g. supporting administrative procedures or supplementary security hardware/software.
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9.15

Regulated users should fully understand the extent and nature of data generated by computerised systems,
and a risk based approach should be taken to determining the data risk and criticality of data (including

metadata) and the subsequent controls required to manage the data generated. For example:
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9.15.1

In dealing with raw data, the complete capture and retention of raw data would normally be required in order

to reconstruct the manufacturing event or analysis.

LT -2 M 256, W, BEA XY P EREMEHEET 2 i, AT -2 0RERLX Y T T
Y ERFEBLEICR D,

9.1.5.2

In dealing with metadata, some metadata is critical in reconstruction of events, (e.g. user identification, times,
critical process parameters, units of measure), and would be considered as ‘relevant metadata’ that should be

fully captured and managed. However, non-critical meta-data such as system error logs or non-critical system

checks may not require full capture and management where justified using risk management.
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9.1.6

When determining data vulnerability and risk, it is important that the computerised system is considered in




the context of its use within the business process. For example, the integrity of results generated by an
analytical method utilising an integrated computer interface are affected by sample preparation, entry of
sample weights into the system, use of the system to generate data, and processing / recording of the final

result using that data. The creation and assessment of a data flow map may be useful in understanding the

risks and vulnerabilities of computerised systems, particularly interfaced systems.
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9.1.7

Consideration should be given to the inherent data integrity controls incorporated into the system and/or
software, especially those that may be more vulnerable to exploits than more modern systems that have been
designed to meet contemporary data management requirements. Examples of systems that may have
vulnerabilities include: manual recording systems, older electronic systems with obsolete security measures,

non-networked electronic systems and those that require additional network security protection e.g. using

firewalls and intrusion detection or prevention systems.
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9.18

During inspection of computerised systems, inspectors are recommended to utilise the company’s expertise
during assessment. Asking and instructing the company’s representatives to facilitate access and navigation

can aid in the inspection of the system.
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9.1.9

The guidance herein is intended to provide specific considerations for data integrity in the context of

computerised systems. Further guidance regarding good practices for computerised systems may be found in

the PIC/S Good Practices for Computerised Systems in Regulated“GxP” Environments (P1 011).
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M7z H A & v 21k, TPIC/S Good Practices for Computerised Systems in Regulated“GxP” Environments
(PI011)] icil# T hTw 2,

9.1.10

The principles herein apply equally to circumstances where the provision of computerised systems is
outsourced. In these cases, the regulated entity retains the responsibility to ensure that outsourced services

are managed and assessed in accordance with GMP/GDP requirements, and that appropriate data

management and integrity controls are understood by both parties and effectively implemented.
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9.2 Qualification and validation of computerised systems = ¥ &' a2 — Z{L X Nz ¥ X T L OB &
VFr—vav
9.2.1

The qualification and validation of computerised systems should be performed in accordance with the relevant
GMP/GDP guidelines; the tables below provide clarification regarding specific expectations for ensuring

good data governance practices for computerised systems.
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9.2.2

Validation alone does not necessarily guarantee that records generated are necessarily adequately protected
and validated systems may be vulnerable to loss and alteration by accidental or malicious means. Thus,

validation should be supplemented by appropriate administrative and physical controls, as wells as training of

users.
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9.3 Validation and Maintenance Y F—>a v A VvFF v R

Item JHH System Validation & Maintenance AT LDNYF—La V& AV TFF VA




Expectation Hif¥

Regulated companies should document and implement appropriate controls to ensure that
data management and integrity requirements are considered in the initial stages of system
procurement and throughout system and data lifecycle. For regulated users, Functional
Specifications (FS) and/or User Requirement Specifications (URS) should adequately
address data management and integrity requirements.
BRI R B, AT L REDVHBRM S XY AT LEX VT =2 DI 4 7947
NERICBEWT, T=Z3A VAV IBIOA VT 7T 4 DB E2FET 572012,
WY il 2 SR L, RET 208N H 5, HEINRO 2 —Fo8e, Rk
(FS) B X W/ Elda—FEMLAER (URS) iE, T—X<A YAV FBIUA VT IY
7 A DEFISHEYNICH ST 5 B EB D B,

Specific attention should be paid to the purchase of GMP/GDP critical equipment to
ensure that systems are appropriately evaluated for data integrity controls prior to
purchase.
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Legacy systems (existing systems in use) should be evaluated to determine whether
existing system configuration and functionality permits the appropriate control of data in
accordance with good data management and integrity practices. Where system
functionality or design of these systems does not provide an appropriate level of control,
additional controls should be considered and implemented.
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Potential risk of not meeting expectations/items to be checked

B/ 5=y 75 _REFEB R IR VWBENRY X7

* Inadequate consideration of DI requirements may result in the purchase of software
systems that do not include the basic functionality required to meet data management and
integrity expectations.

* Inspectors should verify that the implementation of new systems followed a process that
gave adequate consideration to DI principles.

* Some legacy systems may not include appropriate controls for data management, which
may allow the manipulation of data with a low probability of detection.

» Assessments of existing systems should be available and provide an overview of any

vulnerabilities and list any additional controls implemented to assure data integrity.




Additional controls should be appropriately validated and may include:

o Using operating system functionality (e.g. Windows Active Directory groups) to
assign users and their access privileges where system software does not include
administrative controls to control user privileges;

o Configuring operating system file/folder permissions to prevent
modification/deletion of files when the PT1 041-1 34 of 63 1 July 2021
modification/deletion of data files cannot be controlled by system software; or

o Implementation of hybrid or manual systems to provide control of data generated.
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Expectation Hif¥

Regulated users should have an inventory of all computerised systems in use. The list
should include reference to:

- The name, location and primary function of each computerised system;

- Assessments of the function and criticality of the system and associated data; (e.g. direct
GMP/GDP impact, indirect impact, none)

- The current validation status of each system and reference to existing validation
documents.
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Risk assessments should be in place for each system, specifically assessing the necessary
controls to ensure data integrity. The level and extent of validation of controls for data
integrity should be determined based on the criticality of the system and process and
potential risk to product quality, e.g. processes or systems that generate or control batch
release data would generally require greater control than those systems managing less
critical data or processes.
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Consideration should also be given to those systems with higher potential for disaster,
malfunction or situations in which the system becomes inoperative.

KE. BREME. £33 X7 LBEERRRIC R 2 W[BEED @V 2 AT LD W T H EE
THRERD B,

Assessments should also review the vulnerability of the system to inadvertent or
unauthorised changes to critical configuration settings or manipulation of data. All controls
should be documented and their effectiveness verified.
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Potential risk of not meeting expectations/items to be checked
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* Companies that do not have adequate visibility of all computerised systems in place may
overlook the criticality of systems and may thus create vulnerabilities within the data
lifecycle.
* An inventory list serves to clearly communicate all systems in place and their criticality,
ensuring that any changes or modifications to these systems are controlled.
* Verify that risk assessments are in place for critical processing equipment and data
acquisition systems. A lack of thorough assessment of system impact may lead to a lack of
appropriate validation and system control. Examples of critical systems to review include:
o systems used to control the purchasing and status of products and materials;
o systems for the control and data acquisition for critical manufacturing processes;
o systems that generate, store or process data that is used to determine batch quality;

o systems that generate data that is included in the batch processing or packaging




records; and

o systems used in the decision process for the release of products.
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Expectation Hif¥

For new systems, a Validation Summary Report for each computerised system (written and
approved in accordance with Annex 15 requirements) should be in place and state (or
provide reference to) at least the following items:
- Critical system configuration details and controls for restricting access to configuration
and any changes (change management).
- A list of all currently approved normal and administrative users specifying the username
and the role of the user.
- requency of review of audit trails and system logs.
- Procedures for:

0 creating new system user;

o modifying or changing privileges for an existing user;

o defining the combination or format of passwords for each system

o reviewing and deleting users;

o back-up processes and frequency;

o disaster recovery;

o data archiving (processes and responsibilities), including procedures for accessing and
reading archived data;

o approving locations for data storage.
- The report should explain how the original data are retained with relevant metadata in a
form that permits the reconstruction of the manufacturing process or the analytical

activity.

LW AT LA, fFavbta—2bENs AT L) F—2 g VEHILF—
F(RFEE 15 BRI > THER B L ORI N D) ZHEL. P b RDIEH




Fiod (FRSHERM) T20E21H 5,

B LOEE~DT 72 2% HIBT 2 7-00EE RS A7 LEROFEME =~ Fo—
v (EHEE),

2P HE AT OREEEET 5. BUTKRS LT3 TR COEH 2 — ¥ L EHa
—FDY R},

SERIEM L S 2T L u 7 DL 2 O,

AT O FNE -

o FT L\ 2T L —HFDIERL

o BHFED L —FOEHEDIEIE $ 72 13EH,

0KV AT LDNRAY — FOffAELEE B DER

o 1 — Y OIS X OHIER,

0Ny 2Ty Tk R L SEAE,

o KFEEIH,

0T —NATEINET—RICT 7 AL Tt E 0D FEEEL, T—2DT —7
47 (Faxz e HT),

0 TF — &AL —Y OB K,

LA R TR, BT R RERRMNT 2T 4 €T 4 OFREEE ITREICT 2B T
TCDT — ZNEESTEART =2 EBICED X IR TN 02 BT 2 LR H
%o

For existing systems, documents specifying the above requirements should be available;
however, need not be compiled into the Validation Summary report. These documents
should be maintained and updated as necessary by the regulated user.
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Potential risk of not meeting expectations/items to be checked
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* Check that validation systems and reports specifically address data integrity
requirements following GMP/GDP requirements and considering ALCOA principles.

* System configuration and segregation of duties (e.g. authorisation to generate data
should be separate to authorisation to verify data)

should be defined prior to validation, and verified as effective during testing.

* Check the procedures for system access to ensure modifications or changes to systems
are restricted and subject to change control management.

* Ensure that system administrator access is restricted to authorised persons and is not
used for routine operations.

* Check the procedures for granting, modifying and removing access to computerised
systems to ensure these activities are controlled. Check the currency of user access logs and

privilege levels, there should be no unauthorised users to the system and access accounts




should be kept up to date.

* There should also be restrictions to prevent users from amending audit trail functions
and from changing any pre-defined directory paths where data files are to be stored.
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Expectation Hif¥

Companies should have a Validation Master Plan in place that includes specific policies
and validation requirements for computerised systems and the integrity of such systems
and associated data.
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The extent of validation for computerised systems should be determined based on risk.
Further guidance regarding assessing validation requirements for computerised systems
may be found in P1 011.
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Before a system is put into routine use, it should be challenged with defined tests for
conformance with the acceptance criteria.

VAT L HERICMENT 2HTIC, XITANIEICHER L TH 205 02 &K LT
AFTF XL VYT ERERD D,

It would be expected that a prospective validation for computerised systems is conducted.




Appropriate validation data should be available for systems already in-use.
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Computerised system validation should be designed according to GMP Annex 15 with
URS, DQ, FAT, SAT, IQ, OQ and PQ tests as necessary.
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The qualification testing approach should be tailored for the specific system under
validation, and should be justified by the regulated user. Qualification may include Design
Qualification (DQ); Installation qualification (IQ); Operational Qualification (OQ); and
Performance Qualification (PQ). In particular, specific tests should be designed in order to
challenge those areas where data quality or integrity is at risk.
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Companies should ensure that computerised systems are qualified for their intended use.
Companies should therefore not place sole reliance on vendor qualification packages;
validation exercises should include specific tests to ensure data integrity is maintained
during operations that reflect normal and intended use.
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The number of tests should be guided by a risk assessment but the critical functionalities
should be at least identified and tested, e.g., certain PLCs and systems based on basic
algorithms or logic sets, the functional testing may provide adequate assurance of reliability
of the computerised system. For critical and/or more complex systems, detailed verification
testing is required during 1Q, OQ & PQ stages.
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Potential risk of not meeting expectations/items to be checked
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* Check that validation documents include specific provisions for data integrity; validation
reports should specifically address data integrity principles and demonstrate through
design and testing that adequate controls are in place.

* Unvalidated systems may present a significant vulnerability regarding data integrity as
user access and system configuration may allow data amendment.

* Check that end-user testing includes test-scripts designed to demonstrate that software
not only meets the requirements of the vendor, but is fit for its intended use.
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Expectation HAfF

Periodic System Evaluation &7z & 2 7 L5l

Computerised systems should be evaluated periodically in order to ensure continued
compliance with respect to data integrity controls. The evaluation should include
deviations, changes (including any cumulative effect of changes), upgrade history,
performance and maintenance, and assess whether these changes have had any detrimental
effect on data management and integrity controls.
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The frequency of the re-evaluation should be based on a risk assessment depending on the
criticality of the computerised systems considering the cumulative effect of changes to the
system since last review. The assessment performed should be documented.
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Potential risk of not meeting expectations/items to be checked
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* Check that re-validation reviews for computerised systems are outlined within validation
schedules.

* Verify that systems have been subject to periodic review, particularly with respect to any
potential vulnerabilities regarding data integrity.

¢ Any issues identified, such as limitations of current software/hardware should be
addressed in a timely manner and corrective and preventive actions, and interim controls
should be available and implemented to manage any identified risks.
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Expectation Hif¥

Operating systems and network components (including hardware) should be updated in a
timely manner according to vendor recommendations and migration of applications from
older to newer platforms should be planned and conducted in advance of the time before
the platforms reach an unsupported state which may affect the management and integrity
of data generated by the system.
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Security patches for operating systems and network components should be applied in a
controlled and timely manner according to vendor recommendations in order to maintain
data security. The application of security patches should be performed in accordance with
change management principles.
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Where unsupported operating systems are maintained, i.e. old operating systems are used




even after they run out of support by the vendor or supported versions are not security
patched, the systems (servers) should be isolated as much as possible from the rest of the
network. Remaining interfaces and data transfer to/from other equipment should be
carefully designed, configured and qualified to prevent exploitation of the vulnerabilities
caused by the unsupported operating system.
PR—FINTHWRWARL =T 4 VU AT LARMR I N TWAEA, bbb,
VE—IL KDY R AL o BTOH AR L =T 4 VIV AT LRI NT
WEGE, $EVR—PINTEAN—Ya Vil a2 ) T4 Ny FREHAINTY
BOES, VAT L (F—oN=) i3k y b T — 27 OfOE A b ATHERIR b SrEET 5 44
B3bb, ¥FE-FINTOBROARL =T 4 VIV AT LI THERZ INDNM
FEOHEMA Az, YDA v E—T7 2 —R Lo & DD T — X ¥Rk (T
TEE I B, B XKL 2 052D B,

Remote access to unsupported systems should be carefully evaluated due to inherent
vulnerability risks.
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Potential risk of not meeting expectations/items to be checked
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* Verify that system updates are performed in a controlled and timely manner. Older
systems should be reviewed critically to determine whether appropriate data integrity
controls are integrated, or, (where integrated controls are not possible) that appropriate
administrative controls have been implemented and are effective.
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9.4 Data Transfer 7 — X ¥Rk

Item THH Data transfer and migration 7 — X DER% & BT
1. Expectation Hif¥

Interfaces should be assessed and addressed during validation to ensure the correct and
complete transfer of data.
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Interfaces should include appropriate built-in checks for the correct and secure entry and
processing of data, in order to minimise data integrity risks. Verification methods may

include the use of:




o Secure transfer

o Encryption

o Checksums
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Where applicable, interfaces between systems should be designed and qualified to include
an automated transfer of GMP/GDP data.
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Potential risk of not meeting expectations/items to be checked
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* Interfaces between computerised systems present a risk whereby data may be

inadvertently lost, amended or transcribed incorrectly during the transfer process.

* Ensure data is transferred directly to the secure location/database and not simply copied

from the local drive (where it may have the potential to be altered).

¢ Temporary data storage on local computerised systems (e.g. instrument computer)

before transfer to final storage or data processing location creates an opportunity for data

to be deleted or manipulated. This is a particular risk in the case of ‘standalone’ (non-

networked) systems. Ensure the environment that initially stores the data has appropriate

DI controls in place.

* Well designed and qualified automated data transfer is much more reliable than any

manual data transfer conducted by humans.
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Expectation Hif¥




Where system software (including operating system) is installed or updated, the user
should ensure that existing and archived data can be read by the new software. Where
necessary this may require conversion of existing archived data to the new format.
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Where conversion to the new data format of the new software is not possible, the old
software should be maintained, e.g. installed in one computer or other technical solution,
and also available as a backup media in order to have the opportunity to read the archived
data in case of an investigation.
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Potential risk of not meeting expectations/items to be checked
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¢ It is important that data is readable in its original form throughout the data lifecycle, and
therefore users should maintain the readability of data, which may require maintaining
access to superseded software.

* The migration of data from one system to another should be performed in a controlled
manner, in accordance with documented protocols, and should include appropriate
verification of the complete migration of data.
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Expectation Hif¥

When legacy systems software can no longer be supported, consideration should be given

to maintaining the software for data accessibility purposes (for as long possible depending
upon the specific retention requirements). This may be achieved by maintaining software
in a virtual environment.
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Migration to an alternative file format that retains as much as possible of the ‘true copy’
attributes of the data may be necessary with increasing age of the legacy data.
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Where migration with full original data functionality is not technically possible, options
should be assessed based on risk and the importance of the data over time. The migration
file format should be selected considering the balance of risk between long-term
accessibility versus the possibility of reduced dynamic data functionality (e.g. data
interrogation, trending, re- processing, etc.) The risk assessment should also review the
vulnerability of the system to inadvertent or unauthorised changes to critical configuration
settings or manipulation of data. All controls to mitigate risk should be documented and
their effectiveness verified. It is recognised that the need to maintain accessibility may
require migration to a file format that loses some attributes and/or dynamic data
functionality.
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Potential risk of not meeting expectations/items to be checked
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* When the software is maintained in a virtual environment, check that appropriate
measures to control the software (e.g. validation status, access control by authorised
persons, etc.) are in place. All controls should be documented and their effectiveness
verified.
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9.5 System security for computerised systems IV Y a—Z{LINFZV AT LDV AT LteF a2l T4

Item JEHH

System security Y AT Lk F =2V T4




Expectation Hif¥

User access controls shall be configured and enforced to prohibit unauthorised access to,

changes to and deletion of data. The extent of security controls is dependent on the

criticality of the computerised system. For example:

=¥ 224l T—Z~DRIET 7R, T—Z~OEHE, LT —xDHIE
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Individual Login IDs and passwords should be set up and assigned for all staff needing
to access and utilise the specific electronic system. Shared login credentials do not
allow for traceability to the individual who performed the activity. For this reason,
shared passwords, even for reasons of financial savings, should be prohibited. Login
parameters should be verified during validation of the electronic system to ensure that
login profiles, configuration and password format are clearly defined and function as
intended.
FEDET VAT LICT 72 AL THAT 2 LEDH 2T XTORX Y 7ITH LT,
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Input of data and changes to computerised records should be made only by authorised
personnel. Companies should maintain a list of authorised individuals and their access
privileges for each electronic system in use.
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Appropriate controls should be in place regarding the format and use of passwords, to
ensure that systems are effectively secured.
VAT LHRIICE#EI NS XS5 Ic, ~RTY — PR LI L CEY R v
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Upon initially having been granted system access, a system should allow the user to
create a new password, following the normal password rules.
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Systems should support different user access roles (levels) and assignment of a role
should follow the least-privilege rule, i.e. assigning the minimum necessary access level
for any job function. As a minimum, simple systems should have normal and admin

users, but complex systems will typically requires more levels of users (e.g. a hierarchy)




to effectively support access control.
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- Granting of administrator access rights to computerised systems and infrastructure
used to run GMP/GDP critical applications should be strictly controlled.
Administrator access rights should not be given to normal users on the system (i.e.
segregation of duties)
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- Normal users should not have access to critical aspects of the computerised system, e.g.
system clocks, file deletion functions, etc.
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- Systems should be able to generate a list of users with actual access to the system,
including user identification and roles. User lists should include the names or unique
identifiers that permit identification of specific individuals. The list should be used
during periodic user reviews.
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- Systems should be able to generate a list of successful and unsuccessful login attempts,
including:

o  User identification

o  User access role

o  Date and time of the attempted login, either in local time or traceable to local
time

0 Session length, in the case of successful logins
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User access controls should ensure strict segregation of duties (i.e. that all users on a
system who are conducting normal work tasks should have only normal access rights).
Normally, users with elevated access rights (e.g. admin) should not conduct normal
work tasks on the system.
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System administrators should normally be independent from users performing the
task, and have no involvement or interest in the outcome of the data generated or
available in the electronic system. For example, QC supervisors and managers should
not be assigned as the system administrators for electronic systems in their
laboratories (e.g. HPLC, GC, UV-Vis). Typically, individuals outside of the quality
and production organisations (e.g. Information Technology administrators) should
serve as the systern administrators and have enhanced permission levels.
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For smaller organisations, it may be permissible for a nominated person in the quality
unit or production department to hold access as the system administrator; however, in
these cases the administrator access should not be used for performing routine
operations and the user should hold a second and restricted access for performing
routine operations. In these cases all administrator activities conducted should be
recorded and approved within the quality system.
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Any request for new users, new privileges of users should be authorised by appropriate
personnel (e.g. line manager and system owner) and forwarded to the system
administrator in a traceable way in accordance with a standard procedure.
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- Computerised systems giving access to GMP/GDP critical data or operations should
have an inactivity logout, which, either at the application or the operating system level,
logs out a user who has been inactive longer than a predefined time. The time should
be shorter, rather than longer and should typically be set to prevent unauthorised
access to systems. Upon activation of the inactivity logout, the system should require
the user to go through the normal authentication procedure to login again.
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Potential risk of not meeting expectations/items to be checked
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* Check that the company has taken all reasonable steps to ensure that the computerised
system in use is secured, and protected from deliberate or inadvertent changes.
Dy e - LI N Y 2T LHMRE S %E%i#iKE%Kiéﬁﬁﬁ
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* Systems that are not physically and administratively secured are vulnerable to data
integrity issues. Inspectorates should confirm that verified procedures exist that manage
system security, ensuring that computerised systems are maintained in their validated state
and protected from manipulation.
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* Check that individual user log-in IDs are in use. Where the system configuration allows
the use of individual user log-in IDs, these should be used.
ffleDr—For 4 IDBERAINTE L EHAT 5, AT LEETHEL D
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* It is acknowledged that some legacy computerised systems support only a single user
login or limited numbers of user logins. Where no suitable alternative computerised system
is available, equivalent control may be provided by third party software, or a paper based
method of providing traceability (with version control). The suitability of alternative
systems should be justified and documented. Increased data review is likely to be required
for hybrid systems.
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* Inspectors should verify that a password policy is in place to ensure that systems enforce
good password rules and require strong passwords. Consideration should be made to using
stronger passwords for systems generating or processing critical data.
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* Systems where a new password cannot be changed by the user, but can only be created
by the admin, are incompatible with data integrity, as the confidentiality of passwords
cannot be maintained.
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* Check that user access levels are appropriately defined, documented and controlled. The
use of a single user access level on a system and assigning all users this role, which per
definition will be the admin role, is not acceptable.
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* Verify that the system uses authority checks to ensure that only authorised individuals
can use the system, electronically sign a record, access the operation or computerised
system input or output device, alter a record, or perform the operation at hand.
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Expectation Hif¥

Computerised systems should be protected from accidental changes or deliberate
manipulation. Companies should assess systems and their design to prevent unauthorised
changes to validated settings that may ultimately affect data integrity. Consideration
should be given to:
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- The physical security of computerised system hardware:

o Location of and access to servers;




o Restricting access to PLC modules, e.g. by locking access panels.

o Physical access to computers, servers and media should be restricted to authorised
individuals. Users on a system should not normally have access to servers and media.
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- Vulnerability of networked systems from local and external attack;
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- Remote network updates, e.g. automated updating of networked systems by the vendor.
-VE—PAY P2 OBEHF (1 RYX—ICKER Y FT—2 VAT LOHBER,
- Security of system settings, configurations and key data. Access to critical data/operating
parameters of systems should be appropriately restricted and any changes to
settings/configuration controlled through change management processes by authorised
personnel.
VAT LBOE MR, BLUOFEET 20X *2 ) T4, VAT LOERELRT —X/B)
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- The operating system clock should be synchronized with the clock of connected systems
and access to all clocks restricted to authorised personnel.
FNRVL =T AV ITVRAT LD By ZIE, EHEINTWDE Y AT LDy 7 LIFEY
L. Pl En7zHSFICHIREINTuETRCD 70y 7T 72 AT 2080 DH %,
- Appropriate network security measures should be applied, including intrusion prevention
and detection systems.
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- Firewalls should be setup to protect critical data and operations. Port openings (firewall
rules) should be based on the least privilege policy, making the firewall rules as tight as
possible and thereby allowing only permitting traffic.
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Regulated users should conduct periodic reviews of the continued appropriateness and
effectiveness of network security measures, (e.g. by the use of network vulnerability scans
of the IT infrastructure to identify potential security weaknesses) and ensure operating

systems are maintained with current security measures.
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Potential risk of not meeting expectations/items to be checked
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* Check that access to hardware and software is appropriately secured, and restricted to
authorised personnel.

* Verify that suitable authentication methods are implemented. These methods should
include user IDs and passwords but other methods are possible and may be required.
However, it is essential that users are positively identifiable.

* For remote authentication to systems containing critical data available via the internet;
verify that additional authentication techniques are employed such as the use of pass code
tokens or biometrics.

* Verify that access to key operational parameters for systems is appropriately controlled
and that, where appropriate, systems enforce the correct order of events and parameters in
critical sequences of GMP/GDP steps.
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Expectation Hif¥

Network protection # v b7 — 7 {i#

Network system security should include appropriate methods to detect and prevent
potential threats to data.
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The level of network protection implemented should be based on an assessment of data
risk.
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Firewalls should be used to prevent unauthorised access, and their rules should be subject

to periodic reviews against specifications in order to ensure that they are set as restrictive




as necessary, allowing only permitted traffic. The reviews should be documented.
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Firewalls should be supplemented with appropriate virus-protection or intrusion
prevention/detection systems to protect data and computerised systems from attempted
attacks and malware.
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Potential risk of not meeting expectations/items to be checked
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*Inadequate network security presents risks associated with vulnerability of systems from
unauthorised access, misuse or modification.

*Check that appropriate measures to control network access are in place. Processes should
be in place for the authorisation, monitoring and removal of access.

*Systems should be designed to prevent threats and detect attempted intrusions to the
network and these measures should be installed, monitored and maintained.

*Firewall rules are typically subject to changes over time, e.g. temporary opening of ports
due to maintenance on servers etc. If never reviewed, firewall rulesmay become obsolete
permitting unwanted traffic or intrusions.
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Expectation Hif¥

Electronic signatures used in the place of handwritten signatures should have appropriate
controls to ensure their authenticity and traceability to the specific person who
electronically signed the record(s).

FEZOFXLORD Y I TN ETEX I, IBICETEYL LRED APt
?5%ﬁﬁ&FV—%E)T4%ﬁﬁ?étb@@ﬂ&:VFU—wﬁM%?%éo
Electronic signatures should be permanently linked to their respective record, i.e. if a later
change is made to a signed record; the record should indicate the amendment and appear
as unsigned.
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Where used, electronic signature functionality should automatically log the date and time
when a signature was applied.
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The use of advanced forms of electronic signatures is becoming more common (e.g. the use
of biometrics is becoming more prevalent by firms). The use of advanced forms of
electronic signatures should be encouraged.
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Potential risk of not meeting expectations/items to be checked
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*Check that electronic signatures are appropriately validated, their issue to staff is
controlled and that at all times, electronic signatures are readily attributable to an
individual.

*Any changes to data after an electronic signature has been assigned should invalidate the
signature until the data has been reviewed again and re-signed.
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Expectation Hif¥

Restrictions on use of USB devices USB 734 2 o f#FICBE4 2 HI[R

For reasons of system security, computerised systems should be configured to prevent
vulnerabilities from the use of USB memory sticks and storage devices on computer clients
and servers hosting GMP/GDP critical data. If necessary, ports should only be opened for
approved purposes and all USB devices should be properly scanned before use.
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The use of private USB devices (flash drives, cameras, smartphones, keyboards, etc.) on
company computer clients and servers hosting GMP/GDP data, or the use of company
USB devices on private computers, should be controlled in order to prevent security
breaches.
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Potential risk of not meeting expectations/items to be checked
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*This is especially important where operating system vulnerabilities are known that allow
USB devices to trick the computer, by pretending to be another external device, e.g.
keyboard, and can contain and start executable code.

*Controls should be in place to restrict the use of such devices to authorised users and
measures to screen USB devices before use should be in place.
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9.6 Audit trails for computerised systems 2 ¥ ¥ a2 —Z{L I N/ v X T L DEEEHR

Item JHH Audit Trails EEZEEERR
1. Expectation Hif¥

Consideration should be given to data management and integrity requirements when

purchasing and implementing computerised systems. Companies should select software




that includes appropriate electronic audit trail functionality.
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Companies should endeavour to purchase and upgrade older systems to implement
software that includes electronic audit trail functionality.
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It is acknowledged that some very simple systems lack appropriate audit trails; however,
alternative arrangements to verify the veracity of data should be implemented, e.g.
administrative procedures, secondary checks and controls. Additional guidance may be
found under section 9.10 regarding hybrid systems.
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Audit trail functionality should be verified during validation of the system to ensure that all
changes and deletions of critical data associated with each manual activity are recorded and
meet ALCOA+ principles.

VAT LOBGEET I EEIEREE X BEEL T, BTE T 2 7 4 v 7 4 IcBE T 2 HE
T =X DT R TCOLEH L HIRAFEE X, ALCOA +D Al 27z L T\ 5 & & 2T
LUENRD D,

Regulated users should understand the nature and function of audit trails within systems,
and should perform an assessment of the different audit trails during qualification to
determine the GMP/GDP relevance of each audit trail, and to ensure the correct
management and configuration of audit trails for critical and GMP/GDP relevant data.
This exercise is important in determining which specific trails and which entries within
trails are of significance for review with a defined frequency established. For example,
following such an assessment audit trail reviews may focus on:

MAERD 2 =13, v AT LNOEEILAOME & HREZ BRAE L . MR Ic 2
75 % BRI ORI 2 21T L. SR AR O GMP/GDP B2 Hllr L, EHE Xk
GMP/GDP Bi#E 7 — % OB OIE L WEB L K 2 MR T 2 0 E R H L, Z DiE
I, ERINLBEETLE 2T 5201, EORFEDFLALE FLAALANDEDT Y
FIDBEECTH L0z WS S L TEETH L, e zIX. 20X RiHiEEIE O
L2l T, UMTIcERazTs LT 5,

- Identifying and reviewing entries/data that relate to changes or modification of data.

- Review by exception — focusing on anomalous or unauthoried activities.

- Systems with limitations that allow change of parameters/data or where activities are left
open to modification

- Note: Well-designed systems with permission settings that prevent change of




parameters/data or have access restrictions that prevent changes to configuration settings
may negate the need to examine related audit trails in detail
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Audit trail functionalities should be enabled and locked at all times and it should not be
possible to deactivate, delete or modify the functionality. If it is possible for administrative
users to deactivate, delete or modify the audit trail functionality, an automatic entry should
be made in the audit trail indicating that this has occurred.
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Companies should implement procedures that outline their policy and processes to
determine the data that is required in audit trails, and the review of audit trails in
accordance with risk management principles. Critical audit trails related to each operation
should be independently reviewed with all other records related to the operation and prior
to the review of the completion of the operation (e.g. prior to batch release) so as to ensure
that critical data and changes to it are acceptable. This review should be performed by the
originating department, and where necessary verified by the quality unit, e.g. during self-
inspection or investigative activities.
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Potential risk of not meeting expectations/items to be checked
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*Validation documentation should demonstrate that audit trails are functional, and that all
activities, changes and other transactions within the systems are recorded, together with all
relevant metadata.

*Verify that audit trails are regularly reviewed (in accordance with quality risk management
principles) and that discrepancies are investigated.

*If no electronic audit trail system exists a paper based record to demonstrate changes to




data may be acceptable until a fully audit trailed (integrated system or independent audit
software using a validated interface) system becomes available. These hybrid systems are
permitted, where they achieve equivalence to integrated audit trail, such as described in
Annex 11 of the PIC/S GMP Guide.

sFailure to adequately review audit trails may allow manipulated or erroneous data to be
inadvertently accepted by the Quality Unit and/or Authorised Person.

*Clear details of which data are critical, and which changes and deletions should be
recorded (audit trail) should be documented.
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Expectation Hif¥

Where available, audit trail functionalities for electronic-based systems should be assessed
and configured properly to capture any critical activities relating to the acquisition,
deletion, overwriting of and changes to data for audit purposes.
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Audit trails should be configured to record all manually initiated processes related to
critical data.
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The system should provide a secure, computer generated, time stamped audit trail to
independently record the date and time of entries and actions that create, modify, or delete
electronic records.
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The audit trail should include the following parameters:

- details of the user that undertook the action;

- what action occurred, was changed, incl. old and new values;

- when the action was taken, incl. date and time ;

- why the action was taken (reason); and

- in the case of changes or modifications to data, the name of any person authorising the
change.
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The audit trail should allow for reconstruction of the course of events relating to the
creation, modification, or deletion of an electronic record.
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The system should be able to print and provide an electronic copy of the audit trail, and
whether viewing in the system online or in a hardcopy, the audit trail should be available in
a meaningful format.
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If possible, the audit trail should retain the dynamic functionalities found in the
computerised system, (e.g. search functionality and ability to export data such as to a
spreadsheet).
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Note: An audit trail should not be confused with a change control system where changes
may needed to appropriately controlled and approved under a PQS.
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Potential risk of not meeting expectations/items to be checked
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*Verify the format of audit trails to ensure that all critical and relevant information is
captured.

*The audit trail should include all previous values and record changes should not overwrite
or obscure previously recorded information.

e Audit trail entries should be recorded in true time and reflect the actual time of activities.




Systems recording the same time for a number of sequential interactions, or which only
make an entry in the audit trail, once all interactions have been completed, may not be in
compliance with expectations to data integrity, particularly where each discrete interaction
or sequence is critical, e.g. for the electronic recording of addition of 4 raw materials to a
mixing vessel. If the order of addition is a critical process parameter (CPP), then each
addition should be recorded individually, with time stamps. If the order of addition is not a
CPP then the addition of all 4 materials could be recorded as a single timestamped activity.
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9.7 Data capture/entry for computerised systems IV & a—Z{LIANLT AT LDT—XF ¥ TF ¥/
AN
Item THH Data capture/entry 7 —ZX ¥ % 7F % /AN

1.

Expectation Hif¥

Systems should be designed for the correct capture of data whether acquired through
manual or automated means.
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For manual entry:

- The entry of critical data should only be made by authorised individuals and the system
should record details of the entry, the individual making the entry and when the entry was
made.

- Data should be entered in a specified format that is controlled by the software, validation
activities should verify that invalid data formats are not accepted by the system.

- All manual data entries of critical data should be verified, either by a second operator, or
by a validated computerised means.

- Changes to entries should be captured in the audit trail and reviewed by an appropriately
authorised and independent person.
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For automated data capture: (refer also to table 9.3)

- The interface between the originating system, data acquisition and recording systems
should be validated to ensure the accuracy of data.

- Data captured by the system should be saved into memory in a format that is not
vulnerable to manipulation, loss or change.

- The system software should incorporate validated checks to ensure the completeness of
data acquired, as well as any relevant metadata associated with the data.

HEI7 — 2% ¥ 75 v 0E54H:(K 9.3 &)

-F— 2 DM ETRIRT 2 2010, JLOY AT 4, F—2IF, B L OGRS 27 A
DAVE—=T 2 —A%WBGELT 2 LEDH 5,

VAT LI Ko TR Y T F X I N7 — 2k, BAE, K. A ICH LT
FRWERTAE Y IR T 2 HERH 5,

VAT LY 7T B LT 24 v T ) T4 b TR ICBEMN T b0
BEA X T = X WERT 27200 NNY) T — M EAF = v 7 B MBIACHEDLD 5,

Potential risk of not meeting expectations/items to be checked
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*Ensure that manual entries of critical data made into computerised systems are subject to
an appropriate secondary check.

*Validation records should be reviewed for systems using automated data capture to ensure
that data verification and integrity measures are implemented and effective, e.g. verify
whether an auto save function was validated and, therefore, users have no ability to disable
it and potentially generate unreported data.
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Expectation Hif¥

Any necessary changes to data should be authorised and controlled in accordance with




approved procedures.
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For example, manual integrations and reprocessing of laboratory results should be
performed in an approved and controlled manner. The firm’s quality unit should establish
measures to ensure that changes to data are performed only when necessary and by

designated individuals. Original (unchanged) data should be retained in its original

context.
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Any and all changes and modifications to raw data should be fully documented and should
be reviewed and approved by at least one appropriately trained and qualified individual.
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Potential risk of not meeting expectations/items to be checked
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*Verify that appropriate procedures exist to control any amendments or re-processing of
data. Evidence should demonstrate an appropriate process of formal approval for the
proposed change, controlled/restricted/defined changes and formal review of the changes
made.
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9.8 Review of data within computerised systems 2 Yt a2 —Z{LE N7z AT LHNDT =X DL a

Item JEHH

Review of electronicdata BEF7F —&XDL ¥ a

1.

Expectation Hif¥

The regulated user should perform a risk assessment in order to identify all the GMP/GDP
relevant electronic data generated by the computerised systems, and the criticality of the
data. Once identified, critical data should be audited by the regulated user and verified to
determine that operations were performed correctly and whether any change
(modification, deletion or overwriting) have been made to original information in
electronic records, or whether any relevant unreported data was generated. All changes
should be duly authorised.
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An SOP should describe the process by which data is checked by a second operator. These
SOPs should outline the critical raw data that is reviewed, a review of data summaries,
review of any associated log-books and hard- copy records, and explain how the review is
performed, recorded and authorised.
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The review of audit trails should be part of the routine data review within the approval
process.
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The frequency, roles and responsibilities of audit trail review should be based on a risk
assessment according to the GMP/GDP relevant value of the data recorded in the
computerised system. For example, for changes of electronic data that can have a direct
impact on the quality of the medicinal products, it would be expected to review audit trails
prior to the point that the data is relied upon to make a critical decision, e.g. batch release.
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The regulated user should establish an SOP that describes in detail how to review audit
trails, what to look for and how to perform searches etc. The procedure should determine
in detail the process that the person in charge of the audit trail review should follow. The
audit trail review activity should be documented and recorded.
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Any significant variation from the expected outcome found during the audit trail review
should be fully investigated and recorded. A procedure should describe the actions to be
taken if a review of audit trails identifies serious issues that can impact the quality of the
medicinal products or the integrity of data.
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Potential risk of not meeting expectations/items to be checked
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*Check local procedures to ensure that electronic data is reviewed based on its criticality
(impact to product quality and/or decision making). Evidence of each review should be
recorded and available to the inspector.

*Where data summaries are used for internal or external reporting, evidence should be
available to demonstrate that such summaries have been verified in accordance with raw
data.

*Check that the regulated party has a detailed SOP outlining the steps on how to perform
secondary reviews and audit trail reviews and what steps to take if issues are found during
the course of the review.

*Where global systems are used, it may be necessary for date and time records to include a
record of the time zone to demonstrate contemporaneous recording.

*Check that known changes, modifications or deletions of data are actually recorded by the
audit trail functionality.
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Expectation Hif¥

The company’s quality unit should establish a program and schedule to conduct ongoing

reviews of audit trails based upon their criticality and the system’s complexity in order to




verify the effective implementation of current controls and to detect potential non-
compliance issues. These reviews should be incorporated into the company’s self-
inspection programme.
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Procedures should be in place to address and investigate any audit trail discrepancies,
including escalation processes for the notification of senior management and national
authorities where necessary.
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Potential risk of not meeting expectations/items to be checked
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*Verify that self-inspection programs incorporate checks of audit trails, with the intent to
verify the effectiveness of existing controls and compliance with internal procedures
regarding the review of data.

*Audit trail reviews should be both random (selected based on chance) and targeted
(selected based on criticality or risk).
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9.9 Storage, archival and disposal of electronic data 17 — X DRFE. T—Hh4 7, FEE

Item JHH Storage, archival and disposal of electronic data ¥ 7 — X DREFE, 7T—Hh 4 7, BEE
1. Expectation Hif¥

Storage of data should include the entire original data and all relevant metadata, including
audit trails, using a secure and validated process.
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If the data is backed up, or copies of it are made, then the backup and copies should also
have the same appropriate levels of controls so as to prohibit unauthorised access to,
changes to and deletion of data or their alteration. For example, a firm that backs up data
onto portable hard drives should prohibit the ability to delete data from the hard drive.
Some additional considerations for the storage and backup of data include:

-True copies of dynamic electronic records can be made, with the expectation that the




entire content (i.e. all data and all relevant metadata is included) and meaning of the
original records are preserved.

-Stored data should be accessible in a fully readable format. Companies may need to
maintain suitable software and hardware to access electronically stored data backups or
copies during the retention period

-Routine backup copies should be stored in a remote location (physically separated) in the
event of disasters.

-Back-up data should be readable for all the period of the defined regulatory retention
period, even if a new version of the software has been updated or substituted for one with
better performance.

-Systems should allow backup and restoration of all data, including meta-data and audit
trails.
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Potential risk of not meeting expectations/items to be checked
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*Check that data storage, back-up and archival systems are designed to capture all data and
relevant metadata. There should be documented evidence that these systems have been
validated and verified.

*The extent of metadata captured should be based on risk management principles, and
users should ensure that all metadata critical in the reconstruction of activities or processes

are captured.

*Check that data associated with superseded or upgraded systems is managed appropriately




and is accessible.

T—RALL =Y, Ny I T v T BLXUET—HATVAT LY, $TXCOT—XLH
BT LART 22X ¥ 7F ¥ T 5L INTBE L 2ERT 5, ZhbDv
AT LBANY T —FEN, BEEE N7z &0 )Gl E CEL T 2 R D %,

FX T F X INBARXRT—RDOHFMIZY) R =F T XV F DFANCHE S BE RS Y |
2—PET 7T AT AT HRIEI T ROBFBRICEELRITRTCDOART— B F 57
FYINBELICTILELRD S,

EEXMZ ONTZELXT v T F ANV AT LICEE T 5 T — X A EUNICE R X
N, T7RRATRETH 52 & 2 ERT %,

Expectation Hif¥

The record retention procedures should include provisions for retaining the metadata.
This allows for future queries or investigations to reconstruct the activities that occurred
related to a batch.
AERRFFIHICIE, A X T — 2 %2R T 2720 0BER GO L LENRH D, ThiCK
D FRO 7Y L7 FAHET, Ny FIBEELTRELLT 77 1 €7 4 ZHBET
%5,

Expectation Hif¥

Data should be backed-up periodically and archived in accordance with written procedures.
Archive copies should be physically (or virtually, where relevant) secured in a separate and
remote location from where back up and original data are stored.

T = ZEMRNIC Ny 27y L, BHIC X 2 FIICH > TT =74 79 2 RED D
b, T—AAT7av—ld, Ny 27y 7BIXU0ILOT — 2 HBRIFEI T 2507 &3]
DEEN TGRS (F 72 13BE 3 2 5E 3ARRIC) (RET 202D 5,

The data should be accessible and readable and its integrity maintained for all the period of
archiving.

T—2ET 7 R AW THANY AIEETH Y, T—hA 7O0F_XCoMIichz>TE
DAYT YT ADBMERINTOLLERD D,

There should be in place a procedure for restoring archived data in case an investigation is
needed. The procedure in place for restoring archived data should be regularly tested.
HEBBELRGEIMA T, T—HhA4 7E3N7T -2 %@ T27-00FHZHET 5
RERD D, T—HhATINTT —2%2EILT 57200FHIE, EHWICT A M 24
WHH D,

If a facility is needed for the archiving process then specific environmental controls and
only authorised personnel access should be implemented in order to ensure the protection
of records from deliberate or inadvertent alteration or loss. When a system in the facility

has to be retired because problems with long term access to data are envisaged, procedures

should assure the continued readability of the data archived. For example, it could be




established to transfer the data to another system.

T = A7 70 RIS PSR RIS, BRI E 2 EAEEIC X 3 EELERD2 L
FUERE MEFRICIRIE ST 272010, FEDBREEH LA I NHLEFEDOT 7 v 2D B %R
ET 208 RDL, T—F2~ORM7 7 AOMEIEEINE 20T, fEixND > &
T LEFEIET 2R D 256, FIHIET —h 4 7377 — X OfkKei 7 vl Gtk & 27
AL B REDRDH B, 2L ZF, ToEERMNOLAT LIRS S X ) ICRETE 5,

Potential risk of not meeting expectations/items to be checked

Hife/F =y 75 _REEE RS ROEENLRY X2

*There is a risk with archived data that access and readability of the data may be lost due to
software application updates or superseded equipment. Verify that the company has access
to archived data, and that they maintain access to the necessary software to enable review
of the archived data.

*Where external or third party facilities are utilised for the archiving of data, these service
providers should be subject to assessment, and all responsibilities recorded in a quality
technical agreement. Check agreements and assessment records to verify that due
consideration has been given to ensuring the integrity of archived records.
T—AATINET R, V7 =TT 7V —va v OBEFPHEEROE X
KXY, T—Z2~DT 7 e R LAGUREDNDE Y R I BH L, BEBT —hA 7T —
RICT V7 2ATELIL, BLUT—AATT—2DLEaZARICT 572D ICHE
V7RI 2T DT IR REMFFL TS C L 2HERT 5,

NEHE T — FX—=T 4 DB T — 2 DT — A4 7RI N HE., cnbod
—ERT 0N Z—FFHEONR LR Y TANTOEMEITME BN E ICERI NG,

T E L FHliEi kA F = v 7 LC, T—HhA4 73 Nilko4 v 77 ) T4 2R T 5
DIt BRSO TS Z L 2R 5,

Expectation Hif¥

It should be possible to print out a legible and meaningful record of all the data generated
by a computerised system (including metadata).

AV KLINT VAT L X o TERINATRCTDT =& (AXT—2%H
) DHAPTKERDD SR EHRITE 213 TH 5,

If a change is performed to records, it should be possible to also print out the change of the
record, indicating when and how the original data was changed.

UIRICEE DN Z O HE, ROEHESHRIL, JTCOT =2 B3 0nDo 8D X 5 ICEH
SN R TREDLD B,

Potential risk of not meeting expectations/items to be checked

Hife/F =y 75 _REEE RS RVWEENERY X2

*Check validation documentation for systems to ensure that systems have been validated
for the generation of legible and complete records.

*Samples of print-outs may be verified.

VAT LDANY) T = av FEa AV ERHEAN AP T ERRILEDAERICOWT




VATLBARNYTFT—FEINTWB I L RERT 5,
TV VIFT YOV Y IABKRIEINELEERH B,

Expectation HAfF

Procedures should be in place that describe the process for the disposal of electronically
stored data. These procedures should provide guidance for the assessment of data and
allocation of retention periods, and describe the disposal of data that is no longer required.
BINIRIEI N T — X DFEE T A 2@l 2 FIEZ KT 2 0 EBH L, h
bDFIMETlE, 7—x OFHll & (REFEMIFOEN D BTITBIT 2 74 X v 2 & fgfii L, R
Lo 72T — 2 DFEFEICOVTHIAT 2HLELDH 3,

Potential risk of not meeting expectations/items to be checked

R/ =y 73 REEBZW I L VEBENTY X2

*Check that the procedures clearly stipulate the conditions for the disposal of data, and that]
care is taken to avoid the inadvertent disposal of required data during its lifecycle.
FIHTT — X DFEESFMVAMICHIE SN, T4 7 F A4 I AP BE R T — X HR- T
FRERINZC L) CEEMAbI TS Z L 2R T 22 L,

9.10 Management of Hybrid Systems 4 7Y v F¥ X7 L OEH

Item JHH Management of Hybrid Systems ~4 7Y v FY X7 L DEH
1. Expectation Hif¥

Hybrid systems require specific and additional controls in reflection of their complexity
and potential increased vulnerability to manipulation of data. For this reason, the use of
hybrid systems is discouraged and such systems should be replaced whenever possible.
NATY y P AT LI, 2 OEME &7 — ZEREICNT 2 BTER 2= Ma 55 o B0 % 5
ML C, FEQEMDOa Y bu—L2g8 LT 25, Z0kdD, N4 TV Y FYRT LD
FRHEREINTEDL T, ZDX IRV AT LIIARERIR Y T 2 0H 2 H 5,

Each element of the hybrid system should be qualified and controlled in accordance with
the guidance relating to manual and computerised systems as specified above.

NATY Y PP AT LOFERIT, ERTHEINLZFH L Vavva—x{Lank
VAT LICEST 20 X Ao THEELB X vt e -T2 MR D B,
Appropriate quality risk management principles should be followed when assessing,
defining, and demonstrating the effectiveness of control measures applied to the system.
VAT LICHAEINS 2 P - A FROFMER I, ER. BLUEMT L L &
X, WY E Y A=A YA v OJFANCHE S BB D B,

A detailed system description of the entire system should be available that outlines all

major components of the system, the function of each component, controls for data

management and integrity, and the manner in which system components interact.




AT LR ORElR Y AT LA TR, YATLDTNTOEH IV F—F VM, &
aVER—FV FOWEE, T—A~AP AV ML VTS T4 Davru—L, BIW
VAT LAV KR—F v PPN 2T 2 L E 0D B,

Procedures and records should be available to manage and appropriately control the
interface between manual and automated systems, particularly steps associated with:
-manual input of manually generated data into computerised systems;

-transcription (including manual) of data generated by automated systems onto paper
records; and

-automated detection and transcription of printed data into computerised systems.
FHC AT LEAB VAT LOMDA v E—T7 2 — A, FRCUTICE#ET 227 v 7%
BB @EYIcavyte—1T27200FHLLEPHHRETH 2 DERD 5,
-FEITAERINT - Rk avea—2LIN P AT LICFHTANT 5,

-HEIV AT AC ko TERINAET —2oEFRIL (FE2ET) 2ol ~zRT
T5%5, BLU

-HIRF — 22 B L, a v va—2{La3Nzy 2T L~NERRT B,

Potential risk of not meeting expectations/items to be checked

Hife/F =y 75 _REEE RS RVWEENERY X2

*Check that hybrid systems are clearly defined and identified, and that each contributing
element of the system is validated.

*Attention should be paid to the interface between the manual and computerised system.
Inspectors should verify that adequate controls and secondary checks are in place where
manual transcription between systems takes place.

*Original data should be retained following transcription and processing.

*Hybrid systems commonly consist of a combination of computerised and manual systems.
Particular attention should be paid to verifying:

o The extent of qualification and/or validation of the computerised system; and,

o The robustness of controls applied to the management of the manual element of the
hybrid system due to the difficulties in consistent application of a manual process.
NATY Y P RTLPHBEICERF LR EINTE Y, Y RT LOBFERPNY T
—FINTVBCLEHERT 5,

FHP AT LAV a2 LI NIV AT LDOMDL v E =T 2 —RICEEE D &
HWHbHs, BAHEER, PAT7TLEOFHELS{TON 25T, @YRayto—rk
TRF v OBEMINT VWS L EHERT IHELRD B,

LD — & iE. WEE S X DI IR B L EA S B,

NATY Yy FYRATLFEE, ava—2LINT AT LLEFHO Y RT LD A
HBbETHEING, UTOBGEEICIIFICHERZ S BERDH 5,

0 AVEa—LINL AT LOBEKES LK/ L 1IN T - a vodil, B
U,

o FHI7nt A0 —H L LEHASKEERZD, ~4 TV v FY 2T LOFHEROEH
ICEAI I NS 3 v b u— DB,




2. Expectation Hif¥

Procedures should be in place to manage the review of data generated by hybrid systems
which clearly outline the process for the evaluation and approval of electronic and paper-
based data. Procedures should outline:

-Instructions for how electronic data and paper-based data is correlated to form a
complete record.

-Expectations for approval of data outputs for each system.

-Risks identified with hybrid systems, with a focus on verification of the effective
application of controls
BT — 2B LR —RD T — X O & KZD 7' 1 & R 2 IS 2, ~4 7
VY FYRT AL Lo TERINEZT 2D L a2 EIHT % 720 OFIAE LT 2 4
BHHs, FROMEIIRDOLEY TH 2,

SERBAREIEK T 270K E T T — 2 EMMR—RAD T — 2% D X 5 ICBEMN T 2 200
DWW T DFETR,

BV AT LD T — 2N DR~ DI,

-HIH ORI EH OBALICER 2 Y Ty ~"A 7V vy P AT LATREI N 227
Potential risk of not meeting expectations/items to be checked
HiRE/F =y 7T REEA R I B VWEBENT ) RS
*Verify that instructions for the review of hybrid system data is in place.

NATY Y VAT LT —ZDL EaTFlHRESTWEZ & 2THERT S,

10. DATA INTEGRITY CONSIDERATIONS FOR OUTSOURCED ACTIVITIES
NIRBFEEINEHNCET 2T -2 4 v T 7Y 74 BT 2 ZEBEH

10.1 General supply chain considerations —¥%Y 774 F = — v DEREH

10.1.1

Modern supply chains often consist of multiple partner companies working together to ensure safe and
continued supply of medicinal products. Typical supply chains require the involvement of API producers,
dosage form manufacturers, analytical laboratories, wholesale and distribution organisations, often from
differing organisations and locations. These supply chains are often supported by additional organisations,
providing outsourced services, I'T services and infrastructure, expertise or consulting services.

BRI 774 F = —vid, L DGG. EHEMO LA Tkt e 2 RS 2 720 i 1§ 2 88D ¥
— P F—RETHERINL T DL, R T T4 F 2 — v Tld, APITAEEH, FIVELEEER. ST
Fr. HEEE B X UEHMOE G0 0EThH V., L DG, % I alCHTe o DRSS T
Hb, TNhoDVTI7A4Fz—vid, HLDOGA, IR — X, ITY - REA VT TR TIF
o HMAER. ¥ v T 4 v Y — e R e T 2 BMoMBIc Lo TR —F I hTw 5,

10.1.2




Data integrity plays a key part in ensuring the security and integrity of supply chains. Data governance
measures by a contract giver may be significantly weakened by unreliable or falsified data or materials
provided by supply chain partners. This principle applies to all outsourced activities, including suppliers of
raw materials, contract manufacturers, analytical services, wholesalers, contracted service providers and

consultants.

T—=R2AVTIZYV T4, VT4 F2—vDF a2 )T 4 A VTV T 4 %R T 5 L CEERKEH %
Rred, BtHCL DT =2 AN"F v AWK, 3774 F 2 —v o= b F=2RHEI T2 EEEOKNE
G I e 7 — X 3 ERNC X o TRIRICHEMME T 2 AlREME 2 H 5, DAL, KoY 77 4
Y. ZRtELEREE . oY — e R, HPEER, RtV —ERT7u N[ L= avIALR VP EEDTRTO
M EELIRENICEA S B,

10.1.3

Initial and periodic re-qualification of supply chain partners and outsourced activities should include

consideration of data integrity risks and appropriate control measures.

BT 74 F 22— = F =TT Y=y EHOPE X ENARFREICIZ, 72477
T4 VR E#EYRay e A BEOEEEED ZHLERD S,

10.1.4

It is important for an organisation to understand the data integrity limitations of information obtained from
the supply chain (e.g. summary records and copies / printouts) and the challenges of remote supervision.

These limitations are similar to those discussed in section 8.11 of this guidance. This will help to focus

resources towards data integrity verification and supervision using a quality risk management approach.

HfkIZ. 774 F 2 — v OIS L2 ERWI 21X, Bk a -/ o7 —24 v 727 Y 74D
flRB LY =— M EHOBELZHERET 2 2 L EETH L, b OHIRIZ, AHA X v RDE 7 v a v
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ZAVTTYT 4 ORGEEERICY Y =R 2 ER IR 2DIC%LD,

10.2 Routine document verification EHI7: F¥ =2 X v F DRREE
10.2.1

The supply chain relies upon the use of documentation and data passed from one organisation to another. It is
often not practical for the contract giver to review all raw data relating to reported results. Emphasis should be

placed upon a robust qualification process for outsourced supplier and contractor, using quality risk

management principles.

Y774 F=—vid, oM OHOMMICHEINE FFa Xy e T —Z2OEICREFEL T2, it
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WHd 5,

10.3 Strategies for assessing data integrity in the supply chain ¥+ 774 F =z —vicB G357 —24 v 77
Y7 4 Z5Hili S 5 72 DERES



10.3.1

Companies should conduct regular risk reviews of supply chains and outsourced activity that evaluate the
extent of data integrity controls required. The frequency of such reviews should be based on the criticality of
the services provided by the contract acceptor, using risk management principles, Information considered
during risk reviews may include:

*The outcome of site audits, with focus on data governance measures

*Demonstrated compliance with international standards or guidelines related to data integrity and security

*Review of data submitted in routine reports, for example:

®FEF, BERT—Z2A VT 7YV T40avra—VofiZFHiT 23 774 F - TV Y=V
THEEOY R 7L a2 EMNICERT I2M4ELRDH DL, ZOXIRLE20HEIX, VALY AV D
JRHIZ R L. ZRZHE PRS2 — e A 0BEEFICHE IS BERH 2, VAL EvaicEEIND
HRICIIRDDDBEEIND,

T — ZAHNF Y ANFICER Y Ty 4 PEAEOHIRE
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SEHA LR — P CiRINEI AT 2oL e e, i

Areaforreview Lt axTl 7 Rationale FHEZHHIMRHL
Comparison of analytical data reported by the To look for discrepant data which may be an indicator

contractor or supplier vs in-house data from analysis | of falsification

of the same material WETADIEEL B VG2 ET 2T — 22T
HREET LRI T IAYIC K o T SN0
7 — & LA UMD 2> b D3N T — % D Hik

10.3.2

Quality agreements (or equivalent) should be in place between manufacturers and suppliers of materials,
service providers, contract manufacturing organisations (CMOs) and (in the case of distribution) suppliers of
medicinal products, with specific provisions for ensuring data integrity across the supply chain. This may be
achieved by setting out expectations for data governance, and transparent error/deviation reporting by the

contract acceptor to the contract giver. There should also be a requirement to notify the contract giver of any

data integrity failures identified at the contract acceptor site.

MR OBGESRES L HERE, - A7 a0 2 - REHIGEZFEHE (CMO), XU (o5 H)
REMOPHGHEE ORI CRHEE (XRFAFOD D) ZifitiL, ¥ 774 F 2 —vRlkTT—2 A4 VT
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10.3.3

Audits of suppliers and manufacturers of APIs, critical intermediate suppliers, primary and printed packaging

materials suppliers, contract manufacturers and service providers conducted by the manufacturer (or by a




assessed and demonstrated.

third party on their behalf) should include a verification of data integrity measures at the contract
organisation. Contract acceptors are expected to provide reasonable access to data generated on behalf of the

contract giver during audits, so that compliance with data integrity and management principles can be

BLERE (FREE=F0MEBLLE LO) BFEMT 2. APLOY 774 ¥ L ELERE, EEL Y 774
Y. —RB LOHRAEMEY 77 4 ¥, ZitEER, 3L —vx 7 m o K—officid, 2l
MICHBT 2T =2 A v T 7 )T AWNKORGLZ &0 2 BEHH 5, ERIOZHE L, BEEFICEZN OfR{LE
RO TERI N T —X~DEHN AT 7 e A2 2 2 B ffEh, chickh, T—x4 V7
7V T4 =AY AV DFEAI~DREYLZ G 3 X OFEIETE 5,

10.3.4

achieved by measures such as:

Audits and routine surveillance should include adequate verification of the source electronic data and

metadata by the Quality Unit of the contract giver using a quality risk management approach. This may be

BELEMN BRI, WEYV R =A VAV T e —F 2Lz, RitHEOMERHMICL Y —X
BT —REART =2 OWEY)RRGEEE &0 2 MR H D, ZHld. KDL BFERICK > TERI NS A]

RetED & 5,

Site audit ¥4 + B

Review the contract acceptors organisational behaviour, and
understanding of data governance, data lifecycle, risk and criticality.
)T 727 2 —OMBITEN EMRA L. T —XANF VR, T—X
TATZHFA TN, VR, BLUOEEEZEET 5,

Material testing vs CoA

MEEABR & CoA

Compare the results of analytical testing vs suppliers reported CoA.
Examine discrepancies in accuracy, precision or purity results. This
may be performed on a routine basis, periodically, or unannounced,
depending on material and supplier risks. Periodic proficiency testing
of samples may be considered where relevant.
TWT AT DRGER LV T T A4 ¥ H3#d L7z CoA ZHIKS 5, KL,
K. 72 3MEORROA -2 ~5, iz, MEBIUOY
TI7AXDY Z7IIE LT, HERIC, B, 23 7ERL
ICEITINDIHERDH 5, LEICIGU T, ¥ v TN OEHN iR
(proficiency testing) Z#M#al3 % Z LB TE 3,

Remote data review

VE—bFF—&XL Vbt

The contract giver may consider offering the Contracted
Facility/Supplier use of their own hardware and software system
(deployed over a Wide Area Network) to use in batch manufacture and
testing. The contract giver may monitor the quality and integrity of the
data generated by the Contracted Facility personnel in real time.
FTitFIE, Ny FHES X O T R RT3 201, e/
TIAXVICHMEDO NN —F Y 2T HLVOY 7 v =TV 274 (74 F
TYT7Hy bV =7 LicER) OfffERMST L eRETE 5,




TRFRAEE 1T RO Y F I X > TERINZT -2 DME L
AVFTITITABITANRALTEZRY VI TED

In this situation, there should be segregation of duties to ensure that
contract giver monitoring of data does not give provision for
amendment of data generated by the contract acceptor.

ZORWTIE, BItEMBT— 2% =2 ) v 7L TdH, ZRZHEEH
LT T — 2 DBIERRE IRV X ST B 72010, B Z ok

TOREDLD B,
Quality monitoring Quality and performance monitoring may indicate incentive for data
mEE=XY V7 falsification (e.g. raw materials which marginally comply with

specification on a frequent basis.)

iH D E=2 ) v 7IE, T—R2DRIADA VYT 4 TERIR
LCw2ra[RElED H 5, (72 & 213, AR MERICH L b 2 A H)
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10.3.5

Contract givers may work with the contract acceptor to ensure that all client- confidential information is
encoded to de-identify clients. This would facilitate review of source electronic data and metadata at the
contract giver’s site, without breaking confidentiality obligations to other clients. By reviewing a larger data
set, this enables a more robust assessment of the contract acceptors data governance measures. It also permits
a search for indicators of data integrity failure, such as repeated data sets or data which does not demonstrate

the expected variability.

FatE I, BYZHEE LI LT, IR_XCDI2 74T v F OBEHERPE T v a—-Fanh, 277947 v FOE
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10.3.6

Care should be taken to ensure the authenticity and accuracy of supplied documentation (refer section 8.11).

The difference in data integrity and traceability risks between ‘true copy’ and ‘summary report’ data should be

considered when making contractor and supply chain qualification decisions.

REE SN CEOFIEN & EMEEZER T 2 X5 BT 2468 RH 2 (k7 av 811 25H), Ha%E
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11. REGULATORY ACTIONS IN RESPONSE TO DATA INTEGRITY FINDINGS 7—% 4 v7 27V 7



4 1B 3FABRERICIO U -G E
11.1 RMaDEH

11.1.1

Deficiency references

The integrity of data is fundamental to good manufacturing practice and the requirements for good data

management are embedded in the current PIC/S Guides to GMP/GDP for Medicinal products. The

following table provides a reference point highlighting some of these existing requirements.

T—=R2A VT T A IEFPELGERED AR TH Y, YT —Z~A P X v P OEMFIL, EIEHD
GMP/GDP 124 3 8fED PIC/S 4 FICfHAAETFNT WS, RORIE., 2o DHFEOE D WL D

BT 2BHAA Y L RRL TS,

ALCOA principle PIC/S Guide PIC/S Guide Annex 11 PIC/S
to Good to Good (Computerised Guide to
Manufacturing | Manufacturing Systems) Good
Practice for Practice for Distribution
Medicinal Medicinal Practice for
products, products, Medicinal
PE 009 PE 009 productS, PE
(Part ): (Part I): 011:
Attributable [4.20, ¢ & f], [5.43], [6.14], [2], [12.1], [4.2.4],
[4.21, c & 1], [6.18], [6.52] [12.4], [15] [4.2.5]
[4.29 point 5]
Legible [4.1], [4.2], [6.11], [6.14], | [4.8], [7.1], [7.2] [4.2.3],
[4.7], [4.8], [6.15], [6.50] [8.1], [9], [4.2.9]
[4.9], [4.10] [10], [17]
Contemporaneous [4.8] [6.14] [12.4], [14] [4.1], [4.2.9]
Original [4.9], [4.27], [6.14], [6.15], [8.2], [9] [4.2.5]
[Paragraph [6.16]
"Record"]
Accurate [4.1], [6.17] [5.40], [5.42], [Paragraph [4.2.3]
[5.45], [5.46], "Principles"]
[5.47], [6.6] [4.8],  [5]
[£]1 [7 2]
Complete [4.8] [6.16], [6.50], [4.8], [7.1] [4.2.3],
[6.60], [6.61] [7.2], [9] [4.2.5]
Consistent [4.2] [6.15], [6.50] [4.8], [5] [4.2.3]
Enduring [4.1], [4.10] [6.11], [6.12], [7.1], [17] [4.2.6]
[6.14]
Available [Paragraph [6.12], [6.15], [3.4], [7.1] [4.2.1]
“Principle”], [6.16] [16], [17]
[4.1]




11.2 Classification of deficiencies R D438

Note: The following guidance is intended to aid consistency in reporting and classification of data integrity

deficiencies, and is not intended to affect the inspecting authority’s ability to act according to its internal

policies or national regulatory frameworks.

EUTOHAXVRIE, T—=24Av 77T 1 DROHE L PEO—BHA*XET 2L 2ZHNE LT
BY, AERY v —F 2 IZEORH ORSHR IR - TITEI T 2 BEEBRE OB ICHEEZ 525 L ZEML
TV,

11.2.1

Deficiencies relating to data integrity failure may have varying impact to product quality. Prevalence of the

failure may also vary between the actions of a single employee to an endemic failure throughout the inspected

organisation.

T—=RAVT )T 4 OEEFECEES 5 RMIT, BAOMHICIEIERHELG 2 2 RELND S, FE
DEIEZ, H—DEBDITEI» O, ARINTMBEARONEDOEE L TLHIRTH 2,

11.2.2

The PIC/S guidance'? on classification of deficiencies states:

“A critical deficiency is a practice or process that has produced, or leads to a significant risk of producing
either a product which is harmful to the human or veterinary patient or a product which could result in a

harmful residue in a food producing animal. A critical deficiency also occurs when it is observed that the

manufacturer has engaged in fraud, misrepresentation or falsification of products or data”.

R FEICEIS % PIC/S 4 £ v ZFRD L Hicb_T\w 3,
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11.2.3

Notwithstanding the “critical” classification of deficiencies relating to fraud, misrepresentation or falsification,
it is understood that data integrity deficiencies can also relate to:

*Data integrity failure resulting from bad practice,

*Opportunity for failure (without evidence of actual failure) due to absence of the required data control

measures.

TR, EAFIR, TR TACBEEST IR [EXA] DEICL 22D, T—2A VT 27V T 4D
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11.2.4

In these cases, it may be appropriate to assign classification of deficiencies by taking into account the

following (indicative list only):

COXS A, UT2EEL TRMOEZEI Y 4 CT2 2 LM@Y AGa155 FR) X FDR),

Impact to product with actual or potential risk to patient health: Critical deficiency:

*Product failing to meet Marketing Authorisation specification at release or within shelf life.

*Reporting of a ‘desired’ result rather than an actual out of specification result when reporting of QC tests,
critical product or process parameters.

*Wide-ranging misrepresentation or falsification of data, with or without the knowledge and assistance of

senior management, the extent of which critically undermines the reliability of the Pharmaceutical Quality

System and erodes all confidence in the quality and safety of medicines manufactured or handled by the site.
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Impact to product with no risk to patient health: Major deficiency:

*Data being misreported, e.g. original results ‘in specification’, but altered to give a more favourable trend.
*Reporting of a ‘desired’ result rather than an actual out of specification result when reporting of data which
does not relate to QC tests, critical product or process parameters.

eFailures arising from poorly designed data capture systems (e.g. using scraps of paper to record info for later

transcription).
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No impact to product; evidence of moderate failure: Major deficiency:

*Bad practices and poorly designed systems which may result in opportunities for data integrity issues or loss




of traceability across a limited number of functional areas (QA, production, QC etc.). Each in its own right

has no direct impact to product quality.
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No impact to product; limited evidence of failure: Other deficiency:
*Bad practice or poorly designed system which result in opportunities for data integrity issues or loss of

traceability in a discrete area.

*Limited failure in an otherwise acceptable system, e.g. manipulation of non-critical data by an individual.
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11.2.5

[t is important to build an overall picture of the adequacy of the key elements (data governance process,
design of systems to facilitate compliant data recording, use and verification of audit trails and IT user access

etc.) to make a robust assessment as to whether there is a company-wide failure, or a deficiency of limited

scope/ impact.
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11.2.6

Individual circumstances (exacerbating / mitigating factors) may also affect final classification or regulatory

action. Further guidance on the classification of deficiencies and intra-authority reporting of compliance

issues will be available in the PIC/S Guidance on the classification of deficiencies PI 040.
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12. REMEDIATION OF DATA INTEGRITY FAILURES ¥ —% 4 v 7 7'V 7 41 EEDQEHE
12.1  Responding to Significant Data Integrity issues EERT—2 4 7 7'V 7 4 ORE~DOXIG
12.1.1

Consideration should be primarily given to resolving the immediate issues identified and assessing the risks
associated with the data integrity issues. The response by the company in question should outline the actions

taken as part of a remediation plan. Responses from implicated manufacturers should include:

Fio, FEINHHMOMBELBRL, T—2A V72707 4 OMBICEES 2 ) 27 23+ 5 2 & 2H
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*A detailed investigation protocol and methodology; a summary of all laboratories, manufacturing operations,
products and systems to be covered by the assessment; and a justification for any part of the operation that
the regulated user proposes to exclude!?;

Interviews of current and where possible and appropriate, former employees to identify the nature, scope,
and root cause of data inaccuracies. These interviews may be conducted by a qualified third party;

*An assessment of the extent of data integrity deficiencies at the facility. Identify omissions, alterations,
deletions, record destruction, non-contemporaneous record completion, and other deficiencies;
*Determination of the scope (data, products, processes and specific batches) and timeframe for the incident,
with justification for the time-boundaries applied;

*A description of all parts of the operations in which data integrity lapses occurred, additional consideration
should be given to global corrective actions for multinational companies or those that operate across multiple
sites;

*A comprehensive retrospective evaluation of the nature of the data integrity deficiencies, and the
identification of root cause(s) or most likely root cause that will form the basis of corrective and preventative
actions, as defined in the investigation protocol. The services of a qualified third-party consultant with
specific expertise in the areas where potential breaches were identified may be required;

*A risk assessment of the potential effects of the observed failures on the quality of the substances, medicines,
and products involved. The assessment should include analyses of the potential risks to patients caused by the
release/distribution of products affected by a lapse of data integrity, risks posed by ongoing operations, and

any impact on the integrity of data submitted to regulatory agencies, including data related to product

registration dossiers.
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13" The scope of the investigation should include an assessment of the extent of data integrity at the corporate level, including all

facilities, sites and departments that could potentially be affected.
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12.1.1.2

Corrective and preventive actions taken to address the data integrity vulnerabilities and timeframe for
implementation, and including:

*Interim measures describing the actions to protect patients and to ensure the quality of the medicinal
products, such as notifying customers, recalling product, conducting additional testing, adding lots to the
stability program to assure stability, drug application actions, and enhanced complaint monitoring. Interim
measures should be monitored for effectiveness and residual risks should be communicated to senior
management, and kept under review.

*Long-term measures describing any remediation efforts and enhancements to procedures, processes,
methods, controls, systems, management oversight, and human resources (e.g. training, staffing
improvements) designed to ensure the data integrity. Where long term measures are identified interim

measures should be implemented to mitigate risks.
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12.1.1.3

CAPA effectiveness checks implemented to monitor if the actions taken has eliminated the issue.
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12.1.2

Whenever possible, Inspectorates should meet with senior representatives from the implicated companies to
convey the nature of the deficiencies identified and seek written confirmation that the company commits to a
comprehensive investigation and a full disclosure of issues and their prompt resolution. A management

strategy should be submitted to the regulatory authority that includes the details of the global corrective

action and preventive action plan. The strategy should include:




*A comprehensive description of the root causes of the data integrity lapses, including evidence that the scope
and depth of the current action plan is commensurate with the findings of the investigation and risk
assessment. This should indicate if individuals responsible for data integrity lapses remain able to influence
GMP/GDP-related or drug application data

*A detailed corrective action plan that describes how the regulated user intends to ensure the '"ALOCA+’
attributes (see section 7.4) of all of the data generated, including analytical data, manufacturing records, and

all data submitted or presented to the Competent Authority.
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12.1.3

Inspectorates should implement policies for the management of significant data integrity issues identified at

inspection in order to manage and contain risks associated with the data integrity breach.
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12.2  Indicators of improvement & D &
12.2.1

An on-site inspection is recommended to verify the effectiveness of actions taken to address serious data

integrity issues. Alternative approaches to verify effective remediation may be considered in accordance with

risk management principles. Some indicators of improvement are:
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12.2.1.1

Evidence of a thorough and open evaluation of the identified issue and timely implementation of effective
corrective and preventive actions, including appropriate implementation of corrective and preventive actions

at an organisational level;
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12.2.1.2

Evidence of open communication of issues with clients and other regulators. Transparent communication
should be maintained throughout the investigation and remediation stages. Regulators should be aware that

further data integrity failures may be reported as a result of the detailed investigation. Any additional reaction

to these notifications should be proportionate to public health risks, to encourage continued reporting;
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12.2.1.3

Evidence of communication of data integrity expectations across the organisation, incorporating and

encouraging processes for open reporting of potential issues and opportunities for improvement;
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12.2.14

The regulated user should ensure that an appropriate evaluation of the vulnerability of electronic systems to

data manipulation takes place to ensure that follow-up actions have fully resolved all the violations. For this

evaluation the services of qualified third party consultant with the relevant expertise may be required;

HEIR RO 2 —H3, 7 — 2B 2B T 2T 2050 IciHMEL., 70 —T v 7727+ 1
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12.2.1.5

Implementation of data integrity policies in line with the principles of this guide;

KA PO 72 F— 24 V5270 5 4 F Y o —0EE,

12.2.1.6

Implementation of routine data verification practices.
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13. Glossary FIEE&E

Archiving T—H47

Long term, permanent retention of completed data and relevant metadata in its final form for the purposes of

reconstruction of the process or activity.
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Audit Trail EEZTIERR

GMP/GDP audit trails are metadata that are a record of GMP/GDP critical information (for example the

creation, modification, or deletion of GMP/GDP relevant data), which permit the reconstruction of
GMP/GDP activities.

GMP/GDP E#iEWi X, GMP/GDP i&8)o FfELE % nlfEic 3%, GMP/GDP EZEE#H (GMP/GDP E:#
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Back-up v 277 v 7S

A copy of current (editable) data, metadata and system configuration settings (e.g. variable settings which

relate to an analytical run) maintained for the purpose of disaster recovery.
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Computerised system IV ¥ a—Z{LI N7y ZT L

A system including the input of data, electronic processing and the output of information to be used either for

reporting or automatic control.
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Data 7—2%

Facts, figures and statistics collected together for reference or analysis.

ZME 23Oz ic—fIcUE I 9%, BiE, & X Ok

DataFlowMap 7—%7u—~vy 7/

A graphical representation of the "flow" of data through an information system

B AT LEN LT =20 W] 07774 v 7RH

Data Governance 7 — X HXF /R

The sum total of arrangements to ensure that data, irrespective of the format in which it is generated,
recorded, processed, retained and used to ensure a complete, consistent and accurate record throughout the

data lifecycle.
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Data Integrity 77— 4 v 727V T 4

The degree to which data are complete, consistent, accurate, trustworthy, reliable and that these

characteristics of the data are maintained throughout the data life cycle.

The data should be collected and maintained in a secure manner, so that they are attributable, legible,

contemporaneously recorded, original (or a true copy) and accurate. Assuring data integrity requires




appropriate quality and risk management systems, including adherence to sound scientific principles and good

documentation practices. The data should comply with ALCOA+ principles.
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Data Lifecycle 7—%347%4 701

All phases in the life of the data (including raw data) from initial generation and recording through processing

(including transformation or migration), use, data retention, archive / retrieval and destruction.
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Data Quality 7 — X H

The assurance that data produced is exactly what was intended to be produced and fit for its intended

purpose. This incorporates ALCOA + principles.!
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Data Ownership 7 — X% DFTEHE

The allocation of responsibilities for control of data to a specific process owner. Companies should implement
systems to ensure that responsibilities for systems and their data are appropriately allocated and

responsibilities undertaken.
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Dynamic Record X474 I v 7§58k

Records, such as electronic records, that allow an interactive relationship between the user and the record

content.!3
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Exception Report I} L &R — T

A validated search tool that identifies and documents predetermined ‘abnormal’ data or actions, which require

further attention or investigation by the data reviewer.

14 “GXP’ Data Integrity Guidance and Definitions, MHRA, March 2018
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Good Documentation Practices (GdocP) &Y XE(LDEE

Those measures that collectively and individually ensure documentation, whether paper or electronic, meet

data management and integrity principles, e.g. ALCOA+.
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Hybrid Systems ~4 7' v FY AT 4

A system for the management and control of data that typically consists of an electronic system generating
electronic data, supplemented by a defined manual system that typically generate a paper-based record. The
complete data set from a hybrid system therefore consists of both electronic and paper data together. Hybrid

systems rely on the effective management of both sub-systems for correct operation.

F— R EREMBINay e — AT 30DV RATLTHY, BHEIZ. BEFT—22ERT3ETFI AT LA
TR E N, MR —RADRREFICERT 2 ERINAEZTFE AT Lo THiITEE N D, LT, »
A7V Yy FYARTLDRERT—Z+1y M, EF7T—2eior—2olifcikansg, ~4 70 v F
VAT LI WOV TV AT LAOMBRNREREMFHL T ELVEIEEZTT I,

Master Document < RAZ—FF a2 XA/ b

An original approved document from which controlled copies for distribution or use can be made.
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Metadata A X5 —2X&

In-file data that describes the attributes of other data, and provides context and meaning.

Typically, these are data that describe the structure, data elements, inter-relationships and other
characteristics of data e.g. audit trails. Metadata also permit data to be attributable to an individual (or if

automatically generated, to the original data source). Metadata form an integral part of the original record.

Without the context provided by metadata the data has no meaning.
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Quality Unit 5B

The department within the regulated entity responsible for oversight of quality including in particular the

design, effective implementation, monitoring and maintenance of the Pharmaceutical Quality System.
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Raw Data #£75—%

Raw data is defined as the original record (data) which can be described as the first- capture of information,
whether recorded on paper or electronically. Information that is originally captured in a dynamic state should

remain available in that state.!*
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Static Record Y 72 0%

A record format, such as a paper or electronic record, that is fixed and allows little or no interaction between

the user and the record content.!*
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Supply Chain ¥+ 754 Fxz—V

The sum total of arrangements between manufacturing sites, wholesale and distribution sites that ensure that

the quality of medicines in ensured throughout production and distribution to the point of sale or use.
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System Administrator ¥ X7 LEHHE

A person who manages the operation of a computerised system or particular electronic communication

service.
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